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Agenda
Central Region Homeland Security Advisory Council (Virtual)
Wednesday, August 6, 2025
10:00 AM
https://us02web.zoom.us/i/82768384527

Call To Order: Chairman, Chief Dean Kochanowski
a. Introductions
Minutes:
New Business:
Old Business
a. Discuss FFY25 NOFO and final vote on A/B list and plan
1. Discussion/ Vote

New Business Unforeseen by the Chair:
Next Meeting: September 2", 2025

Adjourn
* This meeting is audio recorded


https://us02web.zoom.us/j/82768384527

LETPA

A List Items Estimated Cost Subcommittee Goal/Priority NPAs SHSP Updated Cost Estimate | NPA percentage (30%)
percentage (35%)
District 14 TRT Monthly Exercises $34,240.00 Training A Exercises 6 $34,240.00
Soft targets (operational
BF/OT (NIMS ICS 300/400, ALERRT AAIR programs, $100,000.00 Training A coordination ASHER 5,7,10 $90,000.00 10.40% 10.40%
other TBD) .
training)
Cybersecurity Asgessment (Ex. Blac'kstone Millville $30,000.00 Cyber A Enhancmg 4 §25.000.00 2.90% 2.90%
Regional School District) cybersecurity
FD7 Ice Dive training $8,000.00 Training A Training & awareness 6 $8,000.00
(enduring needs)
Equipment and Capital
D7, 8, & 14 Dive Rescue Equipment (Placeholder) $117,482.05 Equipment A Projects (CBRNE 6 $86,000.00
repsonse)
Soft Targets (post
terrorist attack -
D7, 8, & 14 Tech Rescue Equipment (Placeholder) $117,482.06 Equipment A explosion collapse), 6,9 $86,000.00 10.30% 10.30%
Equipment and Capital
Projects (CBRNE
response)
Supporting HS task
Westborough PD - 3D Laser Scanning Technology $94,610.00 Equipment A forces (equipment for 1,2 $94,610.00 11.33%
intelligence analysis?)
Regional Election Security (priority placeholder) $25,890.39 Planning election security 5 $25,890.39 3% 3%
CRHSAC CMRPC Admin costs $232,260.00 Planning Planning/Comm. $232,260.00 6.95%
Resilience
Regional Health & Safety Plan III $58,500.00 Training A Plannlr%g./Comm. 7,8,9 $31,162.02
Resilience
Soft targets (operational
Uxbridge ASHER Equipment Project $16,770.00 Equipment A coordination ASHER 7 $16,770.00 2.01% 2.01%
equipment)
Soft Targets (post
Crush, Impalement, and Entrapment Training $18,750.00 Training A terrorist attack - 6,7,8 $18,750.00 2.25% 2.25%
explosion collapse)
ICE collaboration (10%) $86,301.30 CO“;T;’;LE;IOHS A Border crisis response 10 $86,301.30 10%
$940,285.80
Total $940,285.80 $834,983.71 40.85% 49.14%
FFY2025 Funding Award $834,983.71
($0.00)
B List Items Estimated Cost Subcommittee Goal/Priority
Royalston PD - Interoperable Communication and 911 $19.847.50 Interop B
Enhanced response
Tech Rescue Regional MOBEX $58,000.00 Training B
CEMLEC Mobile Command Vehicle (Drone TEAM) $522,469.16 Equipment B
D8 Boat Project $70,677.33 Equipment B
Regional Dive Rescue Equipment $31,482.05 Equipment B
Regional TRT Equipement $31,482.06 Equipment B
Regional Health and safety plan III $27,337.98 Planmgg/Comm. B
Resilience

Total

$761,296.08

27.82%
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Central Region Homeland Security Advisory Council FFY2025

Initial Project List and Budget

FFY2025 INVESTMENT PLAN BUDGET — ‘A LIST' PROJECTS

Pl #

Projects are ordered by priority within core capability area. Core capabilities are listed in order of appearance in
National Preparedness Core Capabilities List. Project justification number does not indicate CRHSAC priority level.

Core Capability: Community Resilience ‘

Project Name

Project Amount

1.1

CMRPC Council Support

$232,260.00

Core Capability Subtotal

Core Capability: Cybersecurity ‘

$232,260.00

Pl # Project Name Project Amount
2.1 Central Region Cybersecurity Assessment $25,000.00
Core Capability Subtotal $25,000.00

Core Capability: Mass Search and Rescue Operations

Pl # Project Name Project Amount
3.1 District 7 Dive Team Ice Dive Training $8,000.00
3.2 D7, D8, D14 Dive Rescue Equipment $86,000.00
3.3 D7, D8, D14 Tech Rescue Training $86,000.00
34 D14 TRT BF/OT Monthly Exercises $34,240.00
3.5 Crush, Impalement, & Entrapment Training $18,750.00

Core Capability Subtotal

Core Capability: On-Scene Security, Protection and Law Enforcement

$232,990.00

Pl # Project Name Project Amount
4.1 Central Region ASHER trainings — ALERRT AAIR $90,000.00
4.2 Uxbridge ASHER Equipment Project $16,770.00

PJ #

Core Capability Subtotal

Core Capability: Physical Protective Measures ‘

Project Name

$106,770.00

Project Amount

51

Regional Election Security Project

$25,890.39
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Initial Project List and Budget
Core Capability Subtotal $25,890.39

Core Capability: Forensics & Attribution

Pl # Project Name Project Amount
6.1 3D Laser Scanning Technology $94,610.00
Core Capability Subtotal $94,610.00

Core Capability: Long-Term Vulnerability Reduction/ Threats & Hazards Identification

Pl # Project Name Project Amount
7.1 Regional Health & Safety Plan IlI $31,162.02
Core Capability Subtotal $31,162.02
Pl # Project Name Project Amount
8.1 Supporting Border Crisis Response & Enforcement Project $86,301.30
Core Capability Subtotal $86,301.30

FFY2025 Investment Plan Total $834,983.71

FFY2025 INVESTMENT PLAN BUDGET — ‘B LIST’ PROJECTS

The following projects are secondary projects CRHSAC may choose to move forward if funds become available for
any reason. Projects are ordered by priority within core capability areas. Project justification number will be
determined if project is moved to CRHSAC Priority List. Some projects have known funding needs; others are

flexible depending on finalized scope of project and available funds.

Project Name A':;ij;:
Regional Dive Rescue Equipment $31,482.05
Regional TRT Equipment $31,482.06
D8 Boat Project $70,677.33
TRT Regional MOBEX Exercise $58,000.00

Core Capability: Operational Communication ‘
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Initial Project List and Budget

Project Name

Project
Amount

CEMLEC Mobile Command Vehicle (Drone TEAM)

$522,469.16

Interoperable Communication and 911 Enhanced Response

Core Capability: Long-Term Vulnerability Reduction/ Threats & Hazards Identification

$19,847.50

Law Enforcement Terrorism Prevention Activities (LETPA) For FFY2025

Project Name Project
Amount
Regional Health & Safety Plan IlI $27,337.98

Total B List Projects S 96

PJ # Project Amount LETPA Amount
1.1 CMRPC Council Support (25%) $58,065.00
2.1 Cybersecurity Assessment $25,000.00
3.3 Regional TRT Rescue Equipment $86,000.00
3.5 Crush, Impalement, and Entrapment Training $18,750.00
4.1 Regional ASHER trainings (ALERRT AAIR) $90,000.00
4.2 Uxbridge ASHER Equipment Project $16,770.00
5.1 Regional Election Security Project $25,890.39
6.1 3D Laser Scanning Project $94,610.00
Total of LETPA Activities $415,085.39

% LETPA activities with FFY2025 SHSP funding 49%

National Priorities Minimum Criteria Spending FFY2025

Pl # Project Name National Priority Required Actual Project Total
Percent Percent
2.1 Cybersecurity Assessments Enhancing Cybersecurity N/A 2.9% $25,000.00
Total Enhancing Cybersecurity N/A 2.9% $25,000.00
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Initial Project List and Budget

a1 ieArI\;;al Region ASHER trainings (ALERRT E)sz;argets / Crowded 3% 10.40% $90,000.00
ft T ts/C
42 | Uxbridge ASHER Equipment Project ifacesarge s/ Crowded 3% 2.01% $16,770.00
35 ?rr:izf;;]:gmpalement, & Entrapment Iigz;argets / Crowded 39% 2 25% $18,750.00
Total gf:z;argets/ Crowded 3% 14.66% |  $125,520.00
31 Supporting Bordgr Crisis Response & Border Crisis Response & 10% 10% $86,301.30
Enforcement Project Enforcement
Total ::;::;‘;::t Response & 10% 10% $86,301.30
5.1 Regional Election Security Project Enhancing Election Security 3% 3% $25,890.39
Total Enhancing Election Security 3% 3% $25,890.39

Respectfully Submitted,

Chief Dean Kochanowski, Chair

Central Region Homeland Security Advisory Council




The Department of Homeland Security (DHS)
Notice of Funding Opportunity (NOFO)

Fiscal Year 2025 Homeland Security Grant Program

Fraud, waste, abuse, mismanagement, and other criminal or noncriminal misconduct related to
this program may be reported to the Office of Inspector General (O1G) Hotline. The toll-free
numbers to call are 1 (800) 323-8603 and TTY 1 (844) 889-4357.
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1. Basic Information

A. Agency Name

U.S. Department of Homeland Security (DHS), Federal Emergency
Management Agency (FEMA)

B. NOFO Title

Fiscal Year 2025 Homeland Security Grant Program (HSGP)
e State Homeland Security Grant Program (SHSP)
e Urban Area Security Initiative (UASI)
e Operation Stonegarden (OPSG)

Opportunity Number

C. Announcement Initial
Type
D. Funding DHS-25-GPD-067-00-98

Funding

E. Assistance Listing | 97.067
Number
F. Expected Total $1,008,000,000

See Appendix A for the FY 2025 HSGP funding target allocation
tables.

G. Anticipated
Number of Awards

56 awards

H. Expected Award
Range

SHSP: $997,200 - $61,229,940
UASI: $3,086,934 - $92,180,364
OSGP: $0 or $200,000 - $33,708,000

I. Projected
Application Start
Date

07/28/2025 4:00 p.m. Eastern Time (ET)

J. Projected
Application End Date

08/15/2025 05:00 p.m. Eastern Time (ET)

K. Anticipated
Funding Selection
Date

No later than 08/23/2025

L. Anticipated
Award Date

No later than 09/30/2025

of Performance End
Date

M. Projected Period | 09/01/2025
of Performance Start

Date

N. Projected Period | 08/31/2028

O. Executive
Summary

HSGP strengthens the nation's capacity to prevent, prepare for, protect
against, and respond to acts of terrorism and other catastrophic events
through the following three components:
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e SHSP: Supports the implementation of risk-driven,
capabilities-based State Homeland Security Strategies to
address capability targets.

e UASI: Focuses on high-risk Urban Area efforts to address their
unique security needs.

e OPSG: Enhances cooperation and coordination among state,
local, tribal, territorial, and federal law enforcement agencies
to jointly enhance security along the United States land and
water borders.

P. Agency Contact

a. Program Office Contact

FEMA has assigned Preparedness Officers to each state for the HSGP.
If you are unsure who your Preparedness Officer is, please contact
FEMA Grants News by phone at (800) 368-6498 or by email at fema-
grants-news@fema.dhs.gov, Monday through Friday, 9:00 AM — 5:00
PM ET.

b. FEMA Grants News

This channel provides general information on all FEMA grant
programs and maintains a comprehensive database containing key
personnel contact information at the federal, state, and local levels.
FEMA Grants News Team is reachable at fema-grants-
news@fema.dhs.gov. OR (800) 368-6498, Monday through Friday,
9:00 AM —5:00 PM ET.

c. Grant Programs Directorate’s (GPD) Award Administration
Division

GPD’s Award Administration Division (AAD) provides support
regarding financial matters and budgetary technical assistance. AAD
can be contacted at ASK-GMD@fema.dhs.gov.

d. FEMA Regional Offices

FEMA Regional Offices also may provide fiscal support, including
pre- and post-award administration and technical assistance. FEMA
Regional Office contact information is available at
https://www.fema.gov/fema-regional-contacts.

e. Civil Rights

Consistent with Executive Order 14173, Ending Illegal Discrimination
& Restoring Merit-Based Opportunity, the FEMA Office of Civil
Rights is responsible for ensuring compliance with and enforcement of
federal civil rights obligations in connection with programs and
services conducted by FEMA. They are reachable at FEMA-
CivilRightsOffice@fema.dhs.gov.

f. Environmental Planning and Historic Preservation
The FEMA Office of Environmental Planning and Historic
Preservation (OEHP) provides guidance and information about the
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EHP review process to FEMA programs and recipients and
subrecipients. Send any inquiries regarding compliance for FEMA
grant projects under this NOFO to FEMA-OEHP-
NOFOQuestions@fema.dhs.gov.

h. FEMA GO

For technical assistance with the FEMA GO system, please contact the
FEMA GO Helpdesk at femago@fema.dhs.gov. or (877) 585-3242,
Monday through Friday, 9:00 AM - 6:00 PM ET.

i. FEMA Preparedness Toolkit

The FEMA Preparedness Toolkit (PrepToolkit) provides access to
tools and resources needed to implement the National Preparedness
System and provide a collaborative space for communities completing
the Unified Reporting Tool (URT). Recipients complete and submit
their Threat and Hazard Identification and Risk Assessment (THIRA)
and Stakeholder Preparedness Review (SPR), and other required
assessments using the PrepToolkit. For assistance, contact
support@preptoolkit.fema.dhs.gov.

J. Preparedness Grants Manual
Recipients seeking guidance on policies and procedures for managing
preparedness grants should reference the Preparedness Grants Manual
at Preparedness Grants Manual.

2. Eligibility

A. Eligible
Entities/Entity Types

Only the following entities or entity types are eligible to apply.

a. Applicants
1. Eligible Applicants

The State Administrative Agency (SAA) is the only entity eligible to
submit HSGP applications to DHS/FEMA. HSGP funds are provided
to SAAs, which manage and distribute the funds within their
respective states or territories. SAAs issue subawards to local
governments and other eligible organizations, ensuring that resources
reach areas that need them to enhance security and disaster response.

For this funding opportunity, the term "state™ includes all U.S. states,
the District of Columbia, the Commonwealth of Puerto Rico, the U.S.
Virgin Islands, Guam, American Samoa, and the Commonwealth of
the Northern Mariana Islands. Tribal governments are not eligible to
apply directly for HSGP funding but may receive funding through
their state’s SAA.
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b. Subapplicants

SAAs distribute HSGP funds through subawards to other state, local,
or tribal organizations. These organizations, called subrecipients, use
the funds to improve local and regional security efforts.

1. Subrecipient Eligibility

Under HSGP, FEMA provides funds to each state's SAA. The SAA
distributes these funds to other state or local organizations, such as
city agencies or county departments. These distributed funds are
called subawards, and the organizations receiving them are referred to
as subrecipients.

e SHSP: All U.S. states and territories listed above are eligible.
Tribal governments must work through their state’s SAA.

e UASI: FEMA identifies high-risk urban areas based on
terrorism risk. SAAs distribute subawards to these designated
urban areas. See Appendix 11.B. for the complete list.

e OPSG: Eligible subrecipients include county-level or
equivalent governments and federally recognized tribal
governments in states bordering Canada or Mexico, or those
with international water borders. Applicants must have active
U.S. Border Patrol operations coordinated with a U.S. Customs
and Border Protection sector office to qualify. OPSG
subrecipients are divided into three tiers based on their
location:

o Tier 1 includes counties or tribal governments directly on
the land borders with Canada and Mexico, or those located
directly on physical borders with Canada, Mexico, or along
international water borders.

o Tier 2 includes counties or tribal governments next to Tier
1 locations.

o Tier 3 includes counties or tribal governments next to Tier
2 locations.

The tier structure is only applicable with regard to eligibility.
OPSG funding target allocations are based on the assessed
border security risks as determined by the U.S. Border Patrol.

2. Reducing Subapplicant Burden

For FY 2025, each SAA is strongly encouraged to re-evaluate its
process for collecting and evaluating subaward applications. FEMA
encourages each SAA to minimize the type and quantity of
information that it collects as part of the subaward application process,
in order to decrease the overall financial and time burden associated
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with applying for subawards under this grant program. Each SAA
should review its subaward application and reduce or eliminate the
request for any information that is not needed for legal, financial, or
oversight purposes.

c. All Recipients - Compliance with Federal Immigration Laws
An immigration term and condition may be material to the
Department of Homeland Security’s decision to make this grant
award, and the Department of Homeland Security may take any
remedy for noncompliance, including termination, if the state or
territorial recipient or any local government subrecipient fails to
comply with this term and condition. No final agency determination
has been made as of the date of this publication.

For more details on eligibility requirements or restrictions to
subawards/subrecipients, please see the Preparedness Grants Manual.

B. Project Type
Eligibility

a. Unallowable Project Types
See Section 3.F “Program-Specific Unallowable Costs” and 7.A.b
“Ineligible Projects” for more information on unallowable project

types.

b. Allowable Project Types

Allowable costs for SHSP, UASI, and OPSG generally fall into five
main categories: planning, organization, equipment, training, and
exercises (POETE). All projects funded under SHSP and UASI must
demonstrate a clear connection to building capabilities that prevent,
prepare for, protect against, or respond to acts of terrorism.

Please see Appendix 12.B: Allowable Costs for more information on
allowable costs. If there are questions about specific experiences,
contact your FEMA Preparedness Officer.

C. Requirements for
Personnel, Partners,
and Other Parties

An application submitted by an otherwise eligible non-federal entity
(i.e., the applicant) may be deemed ineligible when the person that
submitted the application is not:

1. A current employee, official, or leader of the recipient
organization; and

2. Authorized to apply for the award on behalf of the entity at the
time of submission.

Additionally, the Authorized Organization Representative (AOR)
must:

1. Be a current authorized employee, official, or leader of the
recipient organization.
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2. Use a unique email address associated with the recipient
organization at the time of application and upon any change in
assignment during the period of performance.

Consultants or contractors are not permitted to serve as the AOR of
the recipient organization. For more information on the roles and
responsibilities of the AOR, refer to FEMA's guidance on Roles and
Permissions.

Subapplicants should not have foreign nationals or noncitizens
included. If a subapplicant has foreign nationals, they must be
properly vetted and must adhere to all government statutes, policies,
and procedures including “staff American, stay in America” and
security requirements.

Subapplicants/subrecipients must submit short bios and resumes. This
should include the type of entity, organizational leadership, and board
members along with both the names and addresses of the individuals.
Resumes are subject to approval.

Restrictions

D. Maximum The maximum number of applications that can be submitted is:
Number of 1. One per SAA

Applications

E. Additional Applicants/subapplicants or recipients/subrecipients are required to

certify their compliance with federal statutes, DHS directives, policies,
and procedures.

Under HSGP, there are specific funding guidelines / requirements for
allocating funds:

a. Pass-Through Requirements

SAAs are required to pass-through at least 80% of SHSP and UASI
funding to local or tribal governments. For detailed information on
pass-through requirements, please refer to Section 8, "Award
Notices," in the NOFO and consult the "Pass-Through Requirements"
section within the Preparedness Grants Manual.

b. National Priority Areas (NPAs) Minimum Spend Requirements
Requires that SHSP and UASI recipients allocate at least 30% of their
funds between the five NPAs. The five NPAs, along with the relevant
minimum spend percentage, are:
e Enhancing the Protection of Soft Targets/Crowded Places: No
minimum spend.
e Supporting Homeland Security Task Forces and Fusion Centers:
No minimum spend.
e Enhancing Cybersecurity: No minimum spend.
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e Enhancing Election Security: At least 3% of the total SHSP and
UASI target allocation must be dedicated to this area.

e Supporting Border Crisis Response and Enforcement: At least
10% of the total SHSP and UASI target allocation must be
dedicated to this area.

c. Law Enforcement Terrorism Prevention Activities (LETPA)

1. Legal Requirement: Per section 2006 of the Homeland
Security Act of 2002(codified as amended at 6 U.S.C. § 607(a))
DHS/FEMA is required to ensure that at least 25% of grant
funding under HSGP is used for LETPA.

2. FY 2025 Update: DHS/FEMA has maintained this requirement
at the FY 2024 level, mandating at least 35% HSGP funds are
used for LETPA.

3. Recipient Obligations: The requirement can be fulfilled by
funding projects across any of the five NPAs or other
investments that meet the LETPA criteria.

Additional Guidance: Information Bulletin (IB) 485 includes the
most up-to-date information on project selection considerations and
allowable activities for LETPA investments and compliments 1B 473.
Both IBs are applicable to the FY 2025 HSGP NOFO. For
comprehensive LETPA requirements, refer to the Law Enforcement
Terrorism Prevention Activities Resource Guide.

For more information on funding restrictions, refer to General
Funding Requirements.

F. References for Please see the following references provided below:
Eligibility Factors
within the NOFO

=

“Responsiveness Review Criteria” subsection

“Financial Integrity Criteria” subsection

3. “Supplemental Financial Integrity Criteria and Review”
subsection

4. FEMA may/will request financial information such as

Employer Identification Number (EIN) and bank information

as part of the potential award selection. This will apply to

everyone prospered, including subrecipients.

N

G. Cost Sharing There is no cost share requirement.
Requirement
H. Cost Share Not applicable.

Description, Type
and Restrictions

I. Cost Sharing Not applicable.
Calculation Example
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J. Required Not applicable.
information for
verifying Cost Share

3. Program Description

A. Background, Program Purpose, and Program History

Background

HSGP includes three key grant programs designed to enhance the capabilities of state, local,
tribal, and territorial governments, as well as nonprofits, in preventing, protecting against, and
responding to terrorist attacks. These programs are part of a comprehensive set of measures
authorized by Congress and implemented by the Department of Homeland Security (DHS) to
strengthen the nation's communities against potential terrorist threats.

In FY 2025, HSGP continues to include three key grant programs:

SHSP: Supports the implementation of risk-driven, capabilities-based State Homeland
Security Strategies to address capability targets.

UASI: Focuses on high-risk Urban Area efforts to address their unique security needs.
OPSG: Enhances cooperation and coordination among state, local, tribal, territorial, and
federal law enforcement agencies to jointly enhance security along the United States land
and water borders.

These programs collectively aim to strengthen the nation's ability to prevent, prepare for, protect
against, and respond to acts of terrorism and other threats.

Program Purpose and History

Since its inception in 2003, HSGP has significantly enhanced the nation's preparedness. HSGP
addresses evolving threats such as cybersecurity vulnerabilities and the protection of soft
targets and crowded places. It represents a comprehensive approach to national security,
fostering collaboration across all levels of government and within communities to build a safer,
more resilient nation. Through planning, training, equipment procurement, and exercises, the
program ensures jurisdictions are prepared for a wide range of risks.

In recent years:

Funding priorities have evolved to include cybersecurity, election security, and
countering emerging national security threats.

Key accomplishments include the development of interoperable communication
systems, emergency response training, and investment in physical and cybersecurity
measures.

The program emphasizes strategic investments to address identified capability gaps,
requiring alignment with Threat and Hazard Identification and Risk Assessment
(THIRA) and Stakeholder Preparedness Review (SPR).
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This support equips various jurisdictions with the necessary tools and resources to effectively
manage and mitigate a wide range of threats and hazards, aligning with FEMA's goal of
building a secure and resilient nation.

B. Goals and Objectives

As HSGP is comprised of three different grant programs, this section is divided into SHSP and
UASI (together) and OPSG, each with its own focus and goals. SHSP and UASI aim to
strengthen the ability of states and urban areas to prevent, prepare for, protect against, and
respond to acts of terrorism and other hazards. OPSG, on the other hand, remains unique to
border security, and focuses on improving cooperation between local, tribal, state, and federal
law enforcement to secure America’s international borders. These programs work together to
build a secure and resilient nation, giving communities the tools and resources they need to
handle various threats and emergencies effectively.

a. SHSP and UASI Goal

The goal of SHSP is to support statewide and state, local, tribal, and territorial (SLTT)
governments in building, enhancing, and sustaining the capabilities needed to prevent,
prepare for, protect against, and respond to acts of terrorism. SHSP funding is intended to
help SLTT agencies address capability gaps identified through the THIRA/SPR process, as
well as prioritize resources toward high-impact security focus areas, known as NPAs.

The goal for the UASI program is to enhance the security and resilience of high-risk
urban areas by building, sustaining, and improving capabilities to prevent, prepare for,
protect against, and respond to acts of terrorism. This goal focuses on enabling urban areas to
address identified security gaps, increase interagency coordination, and strengthen critical
infrastructure protection to reduce vulnerabilities in locations facing heightened risks.

Together, SHSP and UASI under HSGP aim to build a cohesive and collaborative approach to
homeland security by promoting national preparedness and resilience.

b. SHSP and UASI Objectives
SHSP and UASI provides resources that support eligible SLTT governments in meeting the
following objectives:

e Build and sustain core capabilities, including LETPA and the NPAs (see priorities
below);

e Address capability gaps identified in their THIRA and SPR process; and

e Implement a comprehensive and coordinated approach to address enduring security needs
of communities that includes planning, training and awareness campaigns, equipment and
capital projects, and exercises.

¢. SHSP and UASI Funding Priorities and Requirements

HSGP establishes specific funding requirements to ensure resources are allocated effectively
and address critical national priorities.
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1. Law Enforcement Terrorism Prevention Activities (LETPA)

Description: LETPA are initiatives funded through HSGP aimed at enhancing law
enforcement’s ability to prevent terrorist attacks. These activities focus on building and
sustaining capabilities in areas such as intelligence analysis, information sharing, threat
recognition, and terrorist interdiction.

Allocation Requirement: At least 35% of each state/territory SHSP/UASI (where
applicable) allocation must be allocated to LETPA activities.

Flexibility: LETPA funds can come from SHSP, UASI, or both to meet this requirement.
Project Alignment: LETPA funds can be applied to projects across the five NPAs or other
investments that meet LETPA criteria.

Additional Guidance: For detailed guidance on allowable LETPA expenditures and
requirements, refer to FEMA's Preparedness Grants Manual and Information Bulletin 485
and Information Bulletin 497.

2. National Priority Areas (NPAS)

Description: FY 2025 HSGP aligns with the Administration’s priorities by directing
resources toward the most urgent threats facing the Nation. Through the SHSP and UASI,
HSGP supports the development and sustainment of core capabilities essential to
achieving the National Preparedness Goal (NPG): “A secure and resilient Nation.”

To ensure strategic focus, DHS has identified five NPAs that reflect the evolving risk
landscape and national policy objectives. These priorities serve as a framework for
targeting investments that build capability, reduce risk, and promote cross-sector
coordination.

The FY 2025 NPAs are:

Enhancing the protection of soft targets and crowded places,
o This includes faith-based organizations and election sites;
Supporting Homeland Security Task Forces and fusion centers;
Enhancing and integrating cybersecurity resiliency;
Enhancing election security; and
Supporting Border Crisis Response and Enforcement.
o Example activities under border crisis response and enforcement support may
include:
1. Participation in the Department of Homeland Security/Immigration and
Customs Enforcement 287(g) training program;
2. Cooperation with Immigration and Customs Enforcement detainers; and
3. Other jurisdictional responsibilities to support the enforcement of United
State immigration law.

These NPAs are rooted in the core mission areas of the NPG—prevention, protection, mitigation,
and response, and reflect a whole-of-government approach to homeland security. Applicants
should use these priorities to guide planning, investment, and implementation to drive
measurable outcomes and long-term resilience.
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e Allocation Requirement:
Recipients must allocate at least 30% of their SHSP and UASI funds to the five NPAs.
Funds can be applied to projects across the five NPAs and can be used to meet LETPA
criteria. By meticulously outlining how each investment and project meets LETPA and
NPA requirements within the Investment Justifications (1J), applicants can enhance the
effectiveness and compliance of their funding proposals.

e Minimum Spend:
o Enhancing Election Security requires at least 3% of total SHSP and UASI funds.
o Supporting Border Crisis Response and Enforcement requires at least 10% of total
SHSP and UASI funds.
o The remaining 17% can be allocated across all NPAs.

Failure to meet NPA spending requirements will result in a hold on affected funds until
compliance issues are resolved.

Priority Areas Description Minimum Allocation
Requirement
S Elel RGNl CWioil Improving security at locations No minimum allocation
0] STo] I (o [SITAOI 0o ol accessible to the public and vulnerable
Places to attacks.
Supporting Homeland Promoting coordination of activities No minimum allocation
ST 1A IS QRIS oll and critical information sharing and
Fusion Centers analysis to prevent and respond to
threats.
Enhancing Strengthening the protection of No minimum allocation
Cybersecurity computer systems and networks
against cyber threats.
Enhancing Election Ensuring the integrity and security of | At least 3% of the total
Security voting systems. SHSP and UASI

allocation must be
dedicated to this area

S olela il N=T0] (e CIMGIFIEM Supporting collaboration between At least 10% of the total
Response and state and local law enforcement and SHSP and UASI
Enforcement U.S. Immigration and Customs allocation must be
Enforcement (ICE) through the 287(g) | dedicated to this area
program to identify and remove
individuals who pose a threat to public
safety and national security.

States are encouraged to review the Strategic Framework for Countering Terrorism and Targeted
Violence when developing investments.
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e NPA Investments: SHSP and UASI

©)
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Enhancing and Protection of Soft Targets/Crowded Places (no minimum
percent)

Soft targets and crowded places, like parks, shopping centers, transportation hubs,

and event venues, are increasingly appealing to terrorists because of their accessibility
and the large gatherings. These areas often lack strict security measures, making them
vulnerable. To address this, public and private sectors must collaborate to strengthen
the security of locations such as transportation centers, restaurants, polling places, and
similar facilities. Personnel responding to incidents at these sites should also be
trained in key operational systems, such as the Incident Command System (ICS), to
ensure effective on-scene incident management.

In addition, the malicious use of unmanned aircraft systems (i.e., drones) poses safety
and security risks to soft targets and crowded places. Detecting drones is an allowable
use of funds under the HSGP in accordance with Executive Order 14305, Restoring
American Airspace Sovereignty, which allows the purchase of unmanned aircraft
systems (UAS) or equipment or services for the detection, tracking, or identification
of drones and drone signals, and FEMA Information Bulletin 530. Before purchasing
and deploying these systems, as outlined in the Domestic Counter-UAS National
Action Plan, recipients must:

e Consult FEMA and Legal Experts: Work with FEMA's Preparedness
Officer and legal experts to ensure your policies and procedures comply with
federal and state laws regarding surveillance and communication.

o Develop Standard Operating Procedures (SOPs): Establish clear guidelines
to ensure operations are conducted in a manner consistent with First and
Fourth Amendment protections, and other applicable provisions of federal
law.

e Provide Training and Certification: Ensure personnel operating UAS
systems are properly trained and certified, in accordance with FEMA and
Federal Aviation Administration standards.

Applicants are encouraged to submit an investment related to protecting soft
targets/crowded places. The proposed investment will be subject to DHS/FEMA’s
evaluation of the effectiveness of the proposed investments. States are encouraged to
engage DHS’ Protective Security Advisors for security assessments of soft targets to
ensure that recommendations from those assessments are taken into consideration
when allocating grant funding.

Additional Resources

Further guidance and resources for securing soft targets and crowded places can be
found through the Cybersecurity and Infrastructure Security Agency (CISA) and the
National Institute of Standards and Technology. For comprehensive compliance and
operational details, refer to FEMA's Preparedness Grants Manual and related program
documents.



https://www.whitehouse.gov/presidential-actions/2025/06/restoring-american-airspace-sovereignty/
https://www.cisa.gov/securing-public-gatherings
https://www.nist.gov/cyberframework
https://www.fema.gov/grants/preparedness/manual

©)

16|Page

16

Supporting Homeland Security Task Forces and Fusion Centers (no minimum
percent)

This priority supports the Administration’s direction under Executive Order 14159,
Protecting the American People Against Invasion, which calls for the establishment
of Homeland Security Task Forces (HSTFs) nationwide. These multi-agency teams—
composed of federal and local law enforcement partners—are tasked with disrupting
and dismantling transnational criminal organizations, targeting cross-border human
smuggling and trafficking networks (especially those involving children), and using
all appropriate law enforcement tools to support lawful immigration enforcement.

Activities under this NPA also enhance broader national efforts in:

= Counterterrorism

= Cybersecurity

= Border security

* Immigration enforcement

= Transnational organized crime

= Protection of economic and critical infrastructure

Allowable Costs:

Applicants may use grant funds for:

= Establishing or enhancing multi-agency HSTFS, including operational
coordination centers

= Enhancing capabilities and integration with local fusion centers

= Procurement of technology or equipment to support surveillance,
communications, and data analysis

= Development of standard operating procedures for information sharing,
joint operations, and immigration enforcement coordination

= Personnel training, credentialing, and certification to improve
interoperability and mission alignment

= Intelligence analysis, reporting, and suspicious activity monitoring

= Exercises and simulations focused on joint operations, intelligence
sharing, or interdiction/disruption of criminal or smuggling networks

= Community engagement efforts to foster trust and encourage threat
reporting

Fusion Center Requirements: While there is no minimum spending requirement for
this NPA, applicants must include at least one project in support of the state or
territory’s designated fusion center. Applicants must clearly justify how their project
will enhance information sharing, collaboration, and a culture of national
preparedness. DHS/FEMA will evaluate these investments based on their
effectiveness and alignment with program objectives. Please see the Preparedness
Grants Manual for more information on fusion center performance measures.

Additional resources and information regarding collaboration and information sharing
are also available through the Department’s Office of Intelligence and Analysis.



https://www.fema.gov/media-library/assets/documents/178291
https://www.fema.gov/media-library/assets/documents/178291
https://www.dhs.gov/building-law-enforcement-and-homeland-security-partnerships
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Cybersecurity (no minimum percent)

In today’s interconnected world, increased connectivity brings greater risks, including
the potential for adversaries and terrorists to exploit cyber vulnerabilities and disrupt
critical systems. While not mandatory, applicants are encouraged to submit proposals
for ongoing or high-priority cybersecurity projects. DHS/FEMA will evaluate these
investments based on their effectiveness.

Cybersecurity investments should enhance the security and functioning of critical
infrastructure and core capabilities related to preventing, preparing for, protecting
against, or responding to acts of terrorism.

Election Security (3% minimum allocation)

In January 2017, DHS designated the infrastructure used to administer the Nation’s
elections as critical infrastructure. This designation recognizes that the United States’
election infrastructure is of such vital importance to the American way of life that its
incapacitation or destruction would have a devastating effect on the country.
Additionally, the Homeland Threat Assessment 2024 indicates that electoral
processes remain an attractive target for many adversaries.

Securing election infrastructure, ensuring its continued operation in the face of threats
and harassment, advancing the safety of election officials, and protecting against
foreign interference are national security priorities. Because threats to election
systems are constantly evolving, defending these systems requires constant vigilance,
innovation, and adaptation. By integrating the directives of Executive Order 14248,
Preserving and Protection the Integrity of American Elections, into the Election
Security NPA, HSGP recipients can ensure that their efforts contribute to a secure,
transparent, and resilient electoral process, thereby reinforcing public trust and the
integrity of democratic institutions.

To address these priorities, each state and high-risk urban area must make at least one
(1) investment that supports physical and/or cyber election security. Proposed
investments must meet or exceed the FY 2025 national priority percentage for
election security (minimum 3%) and will be evaluated by DHS/FEMA for
effectiveness and alignment with program goals.

To further strengthen election integrity, jurisdictions must:

= Prioritize compliance with the Voluntary Voting System Guidelines (VVSG) 2.0
established by the U.S. Election Assistance Commission;

= Complete testing through a VVoting System Test Laboratory (VSTL) accredited by
the Commission;!

L Exec. Order No. 14,248, Preserving and Protecting the Integrity of American Elections, 90 Fed. Reg. 14,005 (Mar.

25, 2025).
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= Utilize the U.S. Citizenship and Immigration Services’ Systematic Alien
Verification Entitlements system for the verification of anyone working at a
polling place in any capacity is a U.S. Citizen.

= Demonstrate proof of compliance before accessing the full HSGP award—3% of
the award will be withheld from drawdown until compliance is confirmed.

Additional resources and information regarding election security are available
through the Cybersecurity and Infrastructure Security Agency.

e Supporting Border Crisis Response and Enforcement (10% minimum allocation)
State and local law enforcement agencies are essential partners in safeguarding national
security and public safety. Pursuant to Executive Order 14159, Protecting the American
People Against Invasion, it is the policy of the United States to enforce immigration laws
against all inadmissible and removable aliens—particularly those who threaten the safety
or security of the American people. This includes the efficient execution of these laws
through lawful incentives and enhanced detention capabilities.

This NPA supports efforts that align with this policy and promote cooperation between
local and federal partners. Projects may include, but are not limited to:

o Participation in the DHS/ICE 287(qg) program, allowing trained local officers to
support ICE with immigration enforcement;

o Cooperation with ICE detainers and other jurisdictional responsibilities related to
immigration enforcement; and

o Supportive activities such as officer training, technology and information sharing,
operational support, and community engagement.

At least one (1) investment must support efforts under this NPA. Applicants must allocate
at least 10% of total SHSP and UASI funds to this area. All investments will be reviewed
by DHS/FEMA to ensure they are effective, lawful, and aligned with program goals. The
SAA must coordinate with ICE on all projects and related matters. Additional guidance
and information on the 287(g) program is available through the ICE 287(qg) program
website.

d. Other FY 2025 SHSP and UASI Funding Priorities

There are several enduring security needs that crosscut the homeland security enterprise to which
recipients should consider allocating funding across core capability gaps and national priorities.
The following are enduring needs that help recipients implement a comprehensive approach to
securing communities:

e Effective planning;?

2 Including assessment of critical infrastructure system vulnerabilities and plans to reduce consequences of
disruptions, using the Infrastructure Resilience Planning Framework and Regional Resiliency Assessment
Methodology produced by the Cybersecurity and Infrastructure Security Agency.
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e Training and awareness campaigns;
e Equipment and capital projects; and
e Exercises.

The table below provides a breakdown of the FY 2025 SHSP and UASI priorities showing the
core capabilities enhanced and lifelines supported, as well as examples of eligible project types
for each area. More information on allowable investments can be found in Appendix 12.B and in
the Preparedness Grants Manual.

DHS/FEMA expects that national priorities will continue to be included in future years, evolving
as threats change and capability gaps are addressed. Applicants are strongly encouraged to start
planning now to sustain existing capabilities using funding sources other than DHS preparedness
grants.

Projects listed in the table below may be useful in preparing for disasters unrelated to terrorism,
as long as they also support the primary goals of preventing, preparing for, protecting against, or
responding to acts of terrorism.
Example Project Types
All priorities in this table concern the Safety and Security Lifelines.
\ Core Capabilities Example Project Types

Priority Areas

National Priorities

Enhancing the
Protection of Soft
Targets/ Crowded
Places (Securing Public
Gathering Locations)

Operational
coordination

Public information and
warning

Intelligence and
information sharing
Interdiction and
disruption

Screening, search, and
detection

Access control and
identity verification
Physical protective
measures

Risk management for
protection programs
and activities

Operational overtime. For more information on
operational overtime, see Appendix 12.B of this
NOFO.

Physical security enhancements

(0]

O
O
O

Security cameras (closed-circuit television
[CCTV])

Security screening equipment for people and
baggage

Lighting

Access controls

Fencing, gates, barriers, etc.

UAS and detection technologies

Enhancing
Cybersecurity

Cybersecurity
Intelligence and
information sharing
Planning

Public information and
warning

Operational
coordination
Screening, search, and
detection

Access control and
identity verification

Cybersecurity risk assessments

Migrating online services to the “.gov” internet
domain

Projects that address vulnerabilities identified in
cybersecurity risk assessments

(e]

Improving cybersecurity of critical infrastructure
to meet minimum levels identified by the
Cybersecurity and Infrastructure Security Agency
and the National Institute of Standards and
Technology Cybersecurity Framework (Version

1.1)
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Priority Areas

Core Capabilities

Supply chain integrity
and security

Risk management for
protection programs
and activities
Long-term
vulnerability reduction
Situational assessment
Infrastructure systems
Operational
communications

Example Project Types

o Adoption of cybersecurity performance goals
(CISA's Cross-Sector Cybersecurity Performance

Goals)

Cybersecurity training, planning, and exercises

Supporting Homeland
Security Task Forces
and Fusion Centers

Intelligence and
information sharing
Interdiction and
disruption

Public information and
warning

Operational
coordination

Risk management for
protection programs
and activities

Establishing or enhancing multi-agency Homeland
Security Task Forces (HSTFs), including operational
coordination centers

Enhancing capabilities and integration with local
fusion centers

Procurement of technology or equipment to support
surveillance, communications, and data analysis
Development of standard operating procedures for
information sharing, joint operations, and
immigration enforcement coordination

Personnel training, credentialing, and certification to
improve interoperability and mission alignment
Intelligence analysis, reporting, and suspicious
activity monitoring

Exercises and simulations focused on joint
operations, intelligence sharing, or
interdiction/disruption of criminal or smuggling
networks

Community engagement efforts to foster trust and
encourage threat reporting

Information sharing with all DHS components;
fusion centers; other operational, investigative, and
analytic entities; and other federal law enforcement
and intelligence entities

Cooperation with DHS and other entities in
intelligence, threat recognition, assessment, analysis,
and mitigation

Identification, assessment, and reporting of threats of
violence

Intelligence analysis training, planning, and exercises
Coordinating the intake, triage, analysis, and
reporting of tips/ leads and suspicious activity, to
include coordination with the Nationwide Suspicious
Activity Reporting (SAR) Initiative (NSI)

Enhancing Election
Security

Cybersecurity
Intelligence and
information sharing
Planning

Long-term
vulnerability reduction
Situational assessment
Infrastructure systems

Prioritize compliance with the VVSG 2.0 established
by the U.S. Election Assistance Commission
Complete testing through a VSTL accredited by the
U.S. Election Assistance Commission

Physical security planning and exercise support
Physical/site security measures — e.g., locks, shatter
proof glass, alarms, access controls, etc.

General election security navigator support
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Priority Areas

Operational
coordination
Community resilience

Example Project Types

Cyber and general election security navigator support
Cybersecurity risk assessments, training, and
planning

Projects that address vulnerabilities identified in
cybersecurity risk assessments

Iterative backups, encrypted backups, network
segmentation, software to monitor/scan, and endpoint
protection

Distributed Denial of Service protection

Migrating online services to the “.gov” internet
domain

Online harassment and targeting prevention services
Public awareness/preparedness campaigns discussing
election security and integrity measures

Long-term vulnerability reduction and community
resilience

Supporting Border
Crisis Response and
Enforcement

Community resilience
Operational
coordination

Risk management for
protection programs
and activities

Staffing support to expand 287(g) screening
operations within correctional facilities

Operational overtime costs directly tied to 287(g)
screening, processing, and enforcement activities
Training programs for state and local law
enforcement officers in immigration law, civil rights
protections, and 287(g) procedures

Development or enhancement of information-sharing
platforms between ICE and local agencies
Procurement of screening, detection, and
communications technology to support immigration
enforcement activities

Establishing secure and dedicated communication
networks with ICE Field Offices

Conducting joint training exercises with ICE and
local law enforcement to test operational
coordination

Support for facilities upgrades, such as creating
dedicated interview rooms and secure processing
spaces

Community engagement and public briefings to
promote transparency and understanding of 287(g)
operations and protections

Enduring Needs

Planning

Planning

Risk management for
protection programs
and activities

Risk and disaster
resilience assessment
Threats and hazards
identification
Operational
coordination
Community resilience

Development of:

Security Risk Management Plans
Threat Mitigation Plans

Continuity of Operations Plans
Response Plans

o Vulnerability Assessments

Efforts to strengthen governance integration
between/among regional partners

Joint training and planning with DHS officials and
other entities designated by DHS
Cybersecurity training and planning

o 0 0 O
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Priority Areas
Training and
Awareness

Core Capabilities

Long-term
vulnerability reduction
Public information and
warning

Operational
coordination
Situational assessment
Community resilience

Example Project Types

Active shooter training

Intelligence analyst training

SAR and terrorism indicators/behaviors training
Security training for employees

Public awareness/preparedness campaigns
Cybersecurity training and planning

Sharing and leveraging intelligence and information

Equipment and Capital
Projects

Long-term
vulnerability reduction
Infrastructure systems
Operational
communications
Interdiction and
disruption

Screening, search and
detection

Access control and
identity verification
Physical protective
measures

Protection of high-risk, high-consequence areas or
systems that have been identified through risk
assessments
Physical security enhancements
o  Security cameras (CCTV)
o  Security screening equipment for people and
baggage
o Lighting
o Access Controls
= Fencing, gates, barriers, etc.
Enhancing Weapons of Mass Destruction and/or
improvised explosive device prevention, detection,
and response capabilities
o Chemical/Biological/Radiological/
Nuclear/Explosive detection, prevention, and
response equipment

Exercises

Long-term
vulnerability reduction
Operational
coordination
Operational
communications
Community resilience

Response exercises, including exercise planning with
community-based organizations

For FY 2025, each SHSP and UASI recipient is required to submit an Investment Justification
(1J) for the NPAs with minimum spend requirements (i.e., Enhancing Election Security and
Supporting Border Crisis Response and Enforcement). The investments must also account for at
least the relevant minimum percentage of the applicant’s SHSP and UASI target allocations.
SAAs may submit complete project-level information at the time of application, including the
NPA IJs, but are not required to do so. As a reminder, all SHSP and UASI-funded projects
must have a demonstrated nexus to achieving target capabilities related to preventing,
preparing for, protecting against, and responding to acts of terrorism. At the same time, these
projects can also help improve preparedness for other types of disasters.

e. Goals and Objectives for OPSG
Operation Stonegarden (OPSG) supports enhanced cooperation and coordination among
Customs and Border Protection (CBP)/United States Border Patrol (USBP), and federal, state,
local, tribal, and territorial law enforcement agencies to strengthen border security.

The programs objectives are to:
e Enhance collaboration and coordination among federal, state, local, tribal, and territorial
law enforcement agencies to strengthen border security;
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e Support joint efforts to secure borders, including land and water routes, and critical travel
corridors; and

e Improve information and intelligence sharing to address border-related threats
effectively.

f. OPSG Funding Priorities

FY 2025 Emphasis:

e Jurisdictions are encouraged to participate in the 287(g) program as part of their OPSG
efforts when coordinated with and endorsed by USBP.

o Funding dedicated to support 287(g) activities under OPSG is encouraged but does not
count toward the 10% minimum allocation required for the new “Supporting Border
Crisis Response and Enforcement” National Priority Area (NPA) under SHSP and UASI.

The table below provides examples of project types.

FY 2025 OPSG - Example Project Types

Priority Areas Core Capabilities Example Project Types

National Priorities

Supporting Border e Community resilience |e Enhance collaboration and coordination among
Crisis Response and e  Operational federal, state, local, tribal, and territorial law
Enforcement coordination enforcement agencies to strengthen border security
e Risk management for |e  Support joint efforts to secure borders, including land
protection programs and water routes, and critical travel corridors
and activities e Improve information and intelligence sharing to

address border-related threats effectively

e Provide staffing support to expand 287(g) screening
operations within correctional facilities

e  Operational overtime costs directly tied to 287(g)
screening, processing, and enforcement activities

e Training programs for state and local law enforcement
officers in immigration law, civil rights protections,
and 287(g) procedures

CBP/USBP, remains the lead federal entity in determining eligibility, setting operational
priorities, and coordinating all OPSG activities. Any use of 287(g) as part of eligibility must be
developed in close coordination with CBP and reflect USBP’s operational assessments and
strategic goals.

C. Program Rationale
The stated goals, objectives, and priorities of HSGP support Section 2002 of the Homeland
Security Act of 2002, Pub. L. No. 107-296 (codified as amended at 6 U.S.C. § 603).

D. Federal Assistance Type
Grant
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E. Performance Measures and Targets
a. SHSP and UASI
1. Number of recipients and stakeholders participating in SHSP and UASI.
2. Number of recipients and stakeholders addressing capability gaps identified through the
THIRA/SPR process.
3. Number of gaps mitigated in core capabilities that have a target(s) rated as high priority.
4. Percentage change in year-over-year capability levels relating to targeted high priority
capabilities identified through the THIRA/SPR process.

FEMA will calculate and analyze the above metrics through a review of state/territory and urban
area SPR submissions and required programmatic reports.

b. OPSG
1. Number of OPSG-supported arrests for border-related offenses.
2. Number of OPSG-funded overtime hours contributed by subrecipients to support and
strengthen the U.S. CBP’s border security operations.
3. Number of SLTT law enforcement agencies participating in joint OPSG activities.

F. Program-Specific Unallowable Costs

a. Unallowable Costs for SHSP, UASI, and OPSG

Per FEMA policy, the purchase of weapons and weapons accessories, including ammunition, is
not allowed with HSGP funds. Grant funds may not be used for the purchase of the following
equipment: firearms; ammunition; grenade launchers; bayonets; or weaponized aircraft, vessels,
or vehicles of any kind with weapons installed. Unauthorized exercise-related costs include:

« Reimbursement for the maintenance or wear and tear costs of general use vehicles (e.g.,
construction vehicles), medical supplies, and emergency response apparatus (e.g., fire
trucks, ambulances); and

« Equipment that is purchased for permanent installation and/or use, beyond the scope of the
conclusion of the training or exercise (e.g., electronic messaging sign).

HSGP funds may not be used to support the hiring of sworn public safety officers for purposes of
fulfilling traditional public safety duties or to supplant traditional public safety positions and
responsibilities (6 USC 609(b)(1)(A)).

As directed by Section 2008(b)(2) of the Homeland Security Act of 2002 (codified as amended at
6 USC 609(b)(2)), all personnel and personnel-related costs, including those of intelligence
analysts and operational overtime, are allowed up to 50 percent of HSGP funding without time
limitation placed on the period of time that such personnel can serve. FEMA may provide a
waiver at the request of the recipient to allow personnel expenses to exceed 50 percent of the
amount awarded.

Applicants should refer to IB 421b or contact their FEMA Headquarters (HQ) Preparedness
Officer for guidance and clarification.

b. Unallowable Costs for OPSG Only
OPSG funds may not be used for the following:
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e Evidence collection, arrest processing, prosecution, and Traffic/DUI checkpoints, such as
evidence documentation cameras, fingerprinting supplies, alcohol breathalyzers, portable
work lights, traffic barricades, and similar law enforcement expenses;

e Staffing (other than overtime) and general information technology computing equipment
and hardware, such as personal computers, faxes, copy machines, and modems;

e Hiring full-time or permanent sworn public safety officers;

e Supplanting of inherent routine patrols and law enforcement operations or activities not
directly related to providing enhanced coordination between local and federal law
enforcement agencies;

e Construction and/or renovation costs; or

e EXxercise expenses.

G. General Funding Requirements

Costs charged to federal awards (including federal and non-federal cost share funds) must
comply with applicable statutes, rules and regulations, policies, this NOFO, the Preparedness
Grants Manual, and the terms and conditions of the federal award. This includes, among other
requirements, that costs must be incurred, and products and services must be delivered within the
budget period. 2 C.F.R. § 200.403(h).

Recipients may not use federal funds or any cost share funds for the following activities:

1. Matching or cost sharing requirements for other federal grants and cooperative
agreements (see 2 C.F.R. § 200.306).

2. Lobbying or other prohibited activities under 18 U.S.C. § 1913 or 2 C.F.R. § 200.450.

3. Prosecuting claims against the federal government or any other government entity (see 2
C.F.R. 8 200.435).

1. Funds Transfer Restriction

Recipients are not allowed to move funds between programs (SHSP, UASI, and OPSG). While
projects can be funded by multiple sources (e.g., SHSP and UASI), recipients cannot shift funds
from one program to another.

H. Indirect Costs (Facilities and Administrative Costs)
Indirect costs are allowed for recipients and subrecipients.

Indirect costs (IDC) are costs incurred for a common or joint purpose benefitting more than one
cost objective and not readily assignable to specific cost objectives without disproportionate
effort. Applicants with a current negotiated IDC rate agreement who desire to charge indirect
costs to a federal award must provide a copy of their IDC rate agreement with their applications.
Not all applicants are required to have a current negotiated IDC rate agreement. Applicants that
are not required to have a negotiated IDC rate agreement, but are required to develop an IDC rate
proposal, must provide a copy of their proposal with their applications. Applicants without a
current negotiated IDC rate agreement (including a provisional rate) and wish to charge the de
minimis rate must reach out to FEMA for further instructions. Applicants who wish to use a cost
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allocation plan in lieu of an IDC rate proposal must reach out to FEMA for further instructions.
As it relates to the IDC for subrecipients, a recipient must follow the requirements of 2 C.F.R. 88
200.332 and 200.414 in approving the IDC rate for subawards.

See the Preparedness Grants Manual for information on establishing indirect cost rates.

I. Management and Administration (M&A) Costs
M&A costs are allowed.

Recipients can use up to 5% of their HSGP funds for M&A purposes. Full-Year Continuing
Appropriations and Extensions Act, 2025, Pub. L. No. 119-4, § 1101. Subrecipients may also use
up to 5% of the funding passed through by the state specifically for M&A related to the HSGP
award.

Recipients or subrecipients can apply M&A costs toward meeting the NPA spending
requirements. For example, if a recipient spent $5,000 on administering election security
projects, it could count toward the mandatory 3% allocation for the election security NPA.

The total M&A funds a state can retain are based on 5% of the combined total of its SHSP,
UASI, and OPSG awards. However:

e States must ensure subrecipient awards meet the mandatory pass-through requirements
before retaining M&A funds.

e Pass-through percentages are calculated based on the total HSGP award, before M&A
deductions.

Under OPSG, subrecipients - including local law enforcement agencies referred to as "friendly
forces" - can use up to 5% of their awarded funds for M&A expenses (Full-Year Continuing
Appropriations and Extensions Act, 2025, Pub. L. No. 119-4, § 1101); however, the total amount
retained cannot exceed 5% of the subrecipient’s subaward. Friendly forces are local law
enforcement entities that are subordinate subrecipients under OPSG. In other words, friendly
forces are entities that receive a subaward from a subrecipient under the OPSG program.
Friendly forces must comply with all requirements of subrecipients under 2 C.F.R. Part 200. In
retaining these funds, states may retain a maximum of 2.5% of the OPSG allocation, which must
be withheld from the pass-through to each subrecipient county or tribe in an equal percentage.
The SAA may also retain additional funding from its SHSP award to manage and administer the
OPSG award, but that additional amount is also capped at an amount equal to 2.5% of the OPSG
award.

Examples of applying this principle:

SAA 1:
e Total award: $6,000,000
e SHSP: $1,000,000 OPSG: $2,500,000 UASI: $2,500,000
e M&A Maximum: $300,000 (5% of $6,000,000)
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e Maximum M&A for SHSP = $50,000

e Maximum M&A for OPSG = $125,000. Of that amount, $62,500 (2.5%) may be retained
from the OPSG allocation, and the other $62,500 would come from the SHSP allocation.
Any amount used to manage and administer OPSG that is charged to SHSP may be above
and beyond $50,000 available to make the SHSP allocation.

e Maximum M&A for UASI = $125,000

SAA 2:

Total award: $4,500,000

SHSP: $3,500,000 OPSG: $1,000,000

M&A Maximum: $225,000 (5% of $4,500,000)

Maximum M&A for SHSP = $175,000

Maximum M&A for OPSG = $50,000. Of that amount, $25,000 (2.5%) may be retained
from the OPSG allocation, and the other $25,000 would come from the SHSP allocation.
Any amount used to manage and administer OPSG that is charged to SHSP may be above
and beyond the $175,000 available to manage the SHSP allocation.

M&A charged to OPSG, SHSP, or UASI funding must be used to support that particular
program.

M&A are not overhead costs but are necessary direct costs incurred in direct support of the
federal award or as a consequence of it, such as travel, meeting-related expenses, and salaries of
full/part-time staff in direct support of the program. As such, M&A costs can be itemized in
financial reports. See the Preparedness Grants Manual for information on M&A costs.

J. Pre-Award Costs

Pre-award costs are defined as costs incurred by the applicant prior to the start date of the period
of performance of the federal award and are allowable only with the prior written approval of
DHS/FEMA and as included in the award agreement. To request pre-award costs, a written
request must be included with the application, signed by the AOR of the entity. The letter must
outline what the pre-award costs are for, including a detailed budget break-out of pre-award costs
from the post-award costs, and a justification for approval. For more information, please contact
your assighed FEMA HQ Preparedness Officer.

K. Beneficiary Eligibility

This NOFO and any subsequent federal awards create no rights or causes of action for any
beneficiary.

L. Participant Eligibility
This NOFO and any subsequent federal awards create no rights or causes of action for any
participant.

M. Authorizing Authority
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Section 2002 of the Homeland Security Act of 2002, Pub. L. No. 107-296 (codified as amended
at 6 U.S.C. 8 603).

N. Appropriation Authority
Full-Year Continuing Appropriations and Extensions Act, 2025, Pub. L. No. 119-4 § 1101.

O. Budget Period
There will be only a single budget period with the same start and end dates as the period of
performance.

P. Prohibition on Covered Equipment or Services
See the Preparedness Grants Manual for information on prohibitions on expending funds on
covered telecommunications and surveillance equipment and services.

4. Application Contents and Format
A. Pre-Application, Letter of Intent, and Whitepapers
Not allowable.

B. Application Content and Format
Not applicable.

C. Application Components
The following forms or information are required to be submitted via FEMA GO. The Standard

Forms (SF) are also available at Forms | Grants.gov.
e SF-424, Application for Federal Assistance

Grants.gov Lobbying Form, Certification Regarding Lobbying

SF-424A, Budget Information (Non-Construction)

o For construction under an award, submit SF-424C, Budget Information
(Construction), in addition to or instead of SF-424A

SF-424B, Standard Assurances (Non-Construction)

o For construction under an award, submit SF-424D, Standard Assurances
(Construction), in addition to or instead of SF-424B

SF-LLL, Disclosure of Lobbying Activities

D. Program-Specific Required Documents and Information

Start by visiting Grants.gov and searching for the Homeland Security Grant Program posting.
Once you find the posting, go to the Related Documents tab to download the necessary
templates. Fill out these forms carefully, ensuring all information is accurate and clearly labeled.
Save the completed forms as Adobe PDF files. Finally, log in to FEMA GO and upload the PDFs
as part of your application.
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The following program-specific forms or information are required to be submitted in FEMA GO:

SHSP
e« FEMA GO — Web based Summary of Grant Request Details
e Senior Advisory Committee (SAC) Charter and Membership / Point of Contact List

UASI
e FEMA GO — Web based Summary of Grant Request Details
e Urban Area Working Group (UAWG) Charter and Membership / Point of Contact List

OPSG
Operations Orders — Post Award (See Section 9.K.d)

Applicable to All Programs (as appropriate)
o Detailed Budgets (web based)
e Pre-Award Costs
e Indirect Cost Agreement

For additional documents and post-award application requirements (e.g., SAFECOM letter and
others), please refer to Section 9 Post-Award Requirements and Administration for guidance.

a. 1J Development: SHSP and UASI

Each 1J begins with an overview that aligns the proposed investments with the applicant's
homeland security strategy and the program'’s goals.

1. Investments: Applicants must propose a minimum of two and a maximum of twelve
investments within the 1J. Each investment represents a strategic area of focus and should
include:

« Investment Name: A clear title that reflects the focus area.

« Description: An explanation of how the investment supports planning, organization,
equipment, training, and exercises.

« Alignment: Identification of goals and objectives from the State or Urban Area
Homeland Security Strategy that the investment supports.

2. Projects: Each investment contains one or more projects detailing specific activities. For

each project, the 1J requires:

e Project Name and Description: A concise title and summary of the project's
purpose and activities.

e Subrecipient Information: Details about any subrecipients involved, including their
names and whether they are state or local entities.

e Location: The primary location's zip code where the project will be implemented.

e Core Capability Supported: The main capability the project aims to build or
sustain.

« Shareability and Deployability: Information on whether the project's activities can
be shared with or deployed to other jurisdictions.
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3. Funding Details: The 1J must specify the funding amount for each investment and
project, ensuring alignment with program guidelines and the minimum spending
thresholds for NPAs and LETPA.

4. Capability Gaps and Outcomes: Applicants should describe existing capability levels,
identify gaps the investment intends to address, and outline the expected outcomes and
improvements resulting from the proposed projects.

b. LETPA and NPA Requirements
Applicants must ensure their 1Js meet specific requirements for LETPA and the NPAs.

. LETPA

e At least 35% of SHSP and UASI funds must go toward LETPA projects that prevent
terrorism, such as law enforcement training or equipment.

e Eligible activities must have a clear nexus to law enforcement terrorism prevention,
including equipment, training, exercises, and operational overtime directly related to
preventing terrorism.

e Applicants should clearly identify which investments and projects contribute to the
LETPA allocation within their 1Js.

e It's allowable for an investment to simultaneously support LETPA and an NPA, provided
it meets the criteria for both.

e Investments and projects meeting LETPA requirements must be clearly labeled in the 1J.

NPA:
e At least 30% of SHSP and UASI funds must go toward projects in five NPAs:
« Protecting soft targets/crowded places;
e Supporting Homeland Security Task Forces and Fusion Centers;
« Enhancing cybersecurity;
o Enhancing election security (requires at least 3%); and
e Supporting Border Crisis Response and Enforcement (requires at least 10%).
« Among these, only "Enhancing election security” and “Supporting Border Crisis
Response and Enforcement” have a specified minimum spend requirement of 3% and
10%, respectively. The remaining 17% can be flexibly allocated across the remaining
NPAs.
e For NPAs with a minimum spend requirement (election security and border crisis
response), related projects must be consolidated into a single, clearly labeled 1J.
o Other NPA projects may be combined into one or more 1Js, but applicants must clearly
identify which NPAs each project supports to ensure they count toward the 30%
minimum allocation.

c. Fusion Center Project 1J Requirement

For SHSP and UASI funded investments, each applicant must designate one project in support of
the state or territory’s designated fusion center under the “Supporting Homeland Security Task
Forces and Fusion Centers” priority area. Coordination with the fusion center is required when
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developing the project prior to submission. Additional guidance on developing fusion center
projects can be found below and in the Preparedness Grants Manual.

Note: applicants may also identify additional fusion center projects or projects in support of
homeland security task forces under this priority area in addition to the required designated
fusion center project.

Applicants must identify a fusion center project that includes:

o Alignment with the Designated Fusion Center: Clearly indicate which fusion center
the project supports and that it’s under the “Supporting Homeland Security Task Forces
and Fusion Centers” priority area.

e Project Description and Funding Details: Provide a brief narrative describing the
proposed activities and a detailed funding breakdown that directly supports the fusion
center.

The narrative and financial itemization must align with fusion center improvement or
sustainment needs, as outlined in the Fusion Center Performance Measures section of the
Preparedness Grants Manual. Recipients can also refer to the Fusion Centers | Homeland
Security website for more information.

d. What Happens if 1J Requirements Aren’t Met?
e IfIJs don’t meet the NPA and LETPA spending requirements, FEMA will place a hold
on those impacted funds until the issues are resolved.
e Applicants can provide project details either during the application process or by
including them in the Biannual Strategy Implementation Report (BSIR) due by January
30, 2026.

e. How to Succeed
e Clearly explain how your projects meet LETPA and NPA goals, and which 1J includes
the Fusion Center.
e Ensure investments and projects align with homeland security strategies and fill
capability gaps.
e Maintain detailed records to support your application and help FEMA review it.

By following these steps, applicants can ensure their funding proposals are clear, meet program
requirements, and align with homeland security priorities.

f. FEMA GO - Grant Request Details (Web-Based)

When completing the Grant Request Details section in the FEMA GO Application, entities are
strongly encouraged to provide complete details about their proposed projects. This includes
project names, descriptions, and associated costs to ensure clarity and accuracy in funding
requests.

However, applicants will not be penalized if they do not enter full details at this stage. They will

have another opportunity to refine and expand upon this information when completing the
Winter BSIR.
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At a minimum, applicants must submit the 1J to demonstrate the projects they intend to fund. The
1J provides a high-level summary of proposed initiatives and aligns them with grant priorities.

For additional guidance on completing the Grant Request Details section, refer to the FEMA GO
Application Process Guide or consult your HQ FEMA Preparedness Officer.

g. Senior Advisory Committee (SAC) Charter and Advisory List

Recipients are required to establish a SAC and provide a copy of the SAC Charter with their
application. The SAC Charter should include a detailed description of the committee's
composition, governance processes, meeting frequency, decision-making procedures, and
defined roles and responsibilities. All members of the SAC should sign and date the charter to
indicate their agreement with its content and their representation on the committee. Recipients
must include the information as an attachment in FEMA GO when submitting their application.
SAA will use the URT to verify compliance with SAC charter requirements. For more
information on SAC composition, scope, responsibilities, see the Preparedness Grants Manual.

h. National Incident Management System (NIMS) Implementation

Prior to allocation of any federal preparedness awards, recipients must ensure and maintain
adoption and implementation of NIMS, including implementation of important operational
systems defined under NIMS, such as the Incident Command System (ICS). The list of
objectives used for progress and achievement reporting is on FEMA’s website at
https://www.fema.gov/emergency-managers/nims/implementation-training.

Please see the Preparedness Grants Manual for more information on NIMS.

i. Emergency Management Assistance Compact (EMAC) Membership

In support of the National Preparedness Goal (the Goal), SHSP recipients must participate in the
EMAC. Exceptions are made for American Samoa and the Commonwealth of the Northern
Mariana Islands, which are not required to join EMAC at this time.

All assets supported in part or entirely with FY 2025 HSGP funding must be readily deployable
and NIMS-typed, when possible, to support emergency or disaster operations per existing EMAC
agreements. In addition, funding may be used for the sustainment of core capabilities that, while
they may not be physically deployable, support national response capabilities, such as
Geographic/Geospatial Information Systems, interoperable communications systems, and
capabilities as defined under the Mitigation Mission Area of the Goal.

J. Urban Area Point of Contact

An SAA must confirm a specific POC with the designated high-risk urban area. The SAA POC
is responsible for identifying and coordinating with the POC for the Urban Area Working Group
(UAWG). This information must be provided to FEMA with the grant application. SAAs must
work with existing high-risk urban areas to ensure that information for current POCs is on file
with FEMA. For more information on UAWG composition, scope, responsibilities, and charter,
see the Preparedness Grants Manual.
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k. Detailed Budget

Applicants must complete the web-based budget summary within FEMA GO for all funds
requested at the time of the application. For detailed guidance, refer to the FEMA GO
Application Process Guide.

For a visual guide on entering sub-recipient management costs in FEMA GO, you may find the
following tutorial helpful: How To Enter Sub-recipient Management Costs In FEMA-Go.

E. Post-Application Requirements for Successful Applicants
Not applicable.

5. Submission Requirements and Deadlines

A. Address to Request Application Package
Applications are processed through the FEMA GO system. To access the system, go to
https://go.fema.gov/.

Steps Required to Apply For An Award Under This Program and Submit an Application:
To apply for an award under this program, all applicants must:

a. Apply for, update, or verify their Unique Entity Identifier (UEI) number and EIN from
the Internal Revenue Service;

b. In the application, provide an UEI number;

Have an account with login.gov;

d. Register for, update, or verify their SAM account and ensure the account is active before
submitting the application;

e. Register in FEMA GO, add the organization to the system, and establish the Authorized
Organizational Representative (AOR). The organization’s electronic business point of
contact (eBiz POC) from the SAM registration may need to be involved in this step. For
step-by-step instructions, see https://www.fema.gov/media-
library/assets/documents/181607;

f. Submit the complete application in FEMA GO; and

g. Continue to maintain an active SAM registration with current information at all times
during which it has an active federal award or an application or plan under consideration
by a federal awarding agency. As part of this, applicants must also provide information
on an applicant’s immediate and highest-level owner and subsidiaries, as well as on all
predecessors that have been awarded federal contracts or federal financial assistance
within the last three years, if applicable.

o

Per 2 C.F.R. 8 25.110(a)(2)(iv), if an applicant is experiencing exigent circumstances that
prevents it from obtaining an UEI number and completing SAM registration prior to receiving a
federal award, the applicant must notify FEMA as soon as possible. Contact fema-grants-
news@fema.dhs.gov and provide the details of the exigent circumstances.

How to Register to Apply:
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General Instructions:

Registering and applying for an award under this program is a multi-step process and requires
time to complete. Below are instructions for registering to apply for FEMA funds. Read the
instructions carefully and prepare the requested information before beginning the registration
process. Gathering the required information before starting the process will alleviate last-minute
searches for required information.

The registration process can take up to four weeks to complete. To ensure an application
meets the deadline, applicants are advised to start the required steps well in advance of their
submission.

Organizations must have a Unique Entity Identifier (UEI) number, Employer Identification
Number (EIN), and an active System for Award Management (SAM) registration.

Obtain a UEI Number:

All entities applying for funding, including renewal funding, must have a UEI number.
Applicants must enter the UEI number in the applicable data entry field on the SF-424 form. For
more detailed instructions for obtaining a UEI number, refer to SAM.gov.

Obtain Employer Identification Number:

In addition to having a UEI number, all entities applying for funding must provide an Employer
Identification Number (EIN). The EIN can be obtained from the IRS by visiting
https://www.irs.gov/businesses/small-businesses-self-employed/apply-for-an-employer-
identification-number-ein-online.

Create a login.gov account:

Applicants must have a login.gov account in order to register with SAM or update their SAM
registration. Applicants can create a login.gov account at:
https://secure.login.gov/sign_up/enter_email?request _id=34f19fa8-14a2-438¢c-8323-
a62b99571fd.

Applicants only have to create a login.gov account once. For existing SAM users, use the same
email address for both login.gov and SAM.gov so that the two accounts can be linked.

For more information on the login.gov requirements for SAM registration, refer to
https://www.sam.gov/SAM/pages/public/loginFAQ.jsf.

Register with SAM:

In addition to having a UEI number, all organizations must register with SAM. Failure to register
with SAM will prevent your organization from applying through FEMA GO. SAM registration
must be renewed annually and must remain active throughout the entire grant life cycle.

For more detailed instructions for registering with SAM, refer to: Register with SAM
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Note: per 2 C.F.R. 8 25.200, applicants must also provide the applicant’s immediate and highest-
level owner, subsidiaries, and predecessors that have been awarded federal contracts or federal
financial assistance within the past three years, if applicable.

Register in FEMA GO, Add the Organization to the System, and Establish the AOR:

Applicants must register in FEMA GO and add their organization to the system. The
organization’s electronic business point of contact (eBiz POC) from the SAM registration may
need to be involved in this step. For step-by-step instructions, see : FEMA GO Startup Guide.

Note: FEMA GO will support only the most recent major release of the following browsers:
Google Chrome;

Mozilla Firefox;

Apple Safari; and

Microsoft Edge.

Applicants using tablet type devices or other browsers may encounter issues with using FEMA
GO.

Submitting the Final Application:

Applicants will be prompted to submit the standard application information, and any program-
specific information required. Standard Forms (SF) may be accessed in the Forms tab under the:
SFE-424 Family | Grants.gov.

Applicants should review these forms before applying to ensure they are providing all required
information.

After submitting the final application, FEMA GO will provide either an error message, or an
email to the submitting AOR confirming the transmission was successfully received.

B. Application Deadline
08/15/2025 05:00:00 PM Eastern Time

C. Pre-Application Requirements Deadline
Not applicable.

D. Post-Application Requirements Deadline
Not Applicable.

E. Effects of Missing the Deadline
All applications must be completed in FEMA GO by the application deadline. FEMA GO

automatically records proof of submission and generates an electronic date/time stamp when
FEMA GO successfully receives an application. The submitting AOR will receive via email the
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official date/time stamp and a FEMA GO tracking number to serve as proof of timely submission
prior to the application deadline.

Applicants experiencing system-related issues have until 3:00 PM ET on the date
applications are due to notify FEMA. No new system-related issues will be addressed after this
deadline. Applications not received by the application submission deadline will not be accepted.

6. Intergovernmental Review

A. Requirement Description and State Single Point of Contact
An intergovernmental review may be required. Applicants must contact their state’s Single Point
of Contact (SPOC) to comply with the state’s process under Executive Order 12372.

7. Application Review Information

A. Threshold Criteria

The SAA is the sole entity authorized to submit HSGP applications to FEMA on behalf of the
state and subrecipients. This section highlights the specific criteria that determine ineligibility,
ensuring applicants understand and adhere to the program’s requirements.

a. Entities Ineligible for HSGP Funding

e Non-SAA Organization - SAA are the only eligible applicants to submit HSGP
applications to FEMA. This includes applications for SHSP, UASI, and OPSG.

e Unaffiliated or Unauthorized Representatives - Applications submitted by individuals
who are not current employees, personnel, or authorized representatives of the applicant
organization (e.g., consultants or contractors acting on behalf of an organization) will be
deemed ineligible.

e Organizations Not Registered in SAM.gov - Applicants that fail to register and
maintain an active profile in SAM.gov, or those without a UEI, are not eligible to receive
funding.

e Direct Applications by Tribal Governments - Tribal governments cannot directly apply
for HSGP funding (SHSP, UASI, OPSG). However, they may receive funding as
subrecipients through their state’s SAA.

b. Ineligible Projects
e Projects that do not align with the purposes of the HSGP, including those that fail to
demonstrate a clear nexus to preventing, preparing for, protecting against, or responding
to acts of terrorism.
e Activities not permitted under HSGP guidance or that do not meet criteria for allowable
costs as outlined in the NOFO and Preparedness Grants Manual.

c. Non-Compliance with Federal Requirements
e Failure to submit a complete and accurate application by the deadline.
e Applications missing required documentation or information, such as an active
registration in SAM.gov or compliance with UEI requirements.
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e Entities with a history of non-compliance with federal statutes, regulations, or program
requirements that impact eligibility for federal funding.

B. Application Criteria
a. Programmatic Criteria
1. Risk Methodology

The risk methodology determines the relative risk® of terrorism a jurisdiction faces by assessing
the expressed or implied threats, the asset/system vulnerabilities, and the communal
consequences of an attack. The equation for relative risk is comprised of three components:
Threat x Vulnerability x Consequence. Each component is comprised of data elements that are
reviewed yearly, in collaboration with FEMA stakeholders, to ensure alignment with the
changing U.S. terrorism threat environment. Each eligible jurisdiction’s relative risk is assessed,
which helps to inform grant funding. For more information on the SHSP, UASI, and OPSG
target allocation processes, please see Appendix 11.A.

The three components of risk and their functions are outlined below:

e Threat: Assesses reports documenting indication of potential harm to life, information,
operations, the environment and/or property within a jurisdiction.

e Vulnerability: Assesses assets and systems - such as infrastructure, borders, special
events, and movements of individuals or groups - that may render terrorist attacks on a
jurisdiction more likely to succeed, if attempted.

e Consequence: Assesses the impact of a terrorist attack on a jurisdiction through direct
measures such as the numerical values for its population, gross domestic product, and
infrastructure.

NOTE: The risk methodology is separate from the THIRA/SPR process. Risk methodology
results do affect grant target allocations while the THIRA/SPR process does not.

b. Application Evaluation Criteria

FEMA will evaluate the FY 2025 HSGP applications for completeness, adherence to
programmatic guidelines, and anticipated effectiveness of the proposed investments. FEMA’s
review will include verification that each 1J and project:

e Aligns with at least one core capability identified in the Goal,

e Demonstrates how investments support building capability and/or closing capability gaps
or sustaining capabilities identified in the THIRA/SPR process; and

e Supports a NIMS-typed resource and whether those assets are deployable/shareable to
support emergency or disaster operations per existing EMAC agreements.

3 DHS defines risk as: “potential for an adverse outcome assessed as a function of hazard/threats, assets and their
vulnerabilities, and consequences.” See DHS Lexicon Terms and Definitions: 2018 Edition — Revision 04, (Apr.
2018)
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In addition to the above, FEMA will evaluate whether proposed projects are: 1) both feasible and
effective at reducing the risks for which the project was designed; and 2) able to be fully
completed within the three-year period of performance. FEMA will use the information provided
in the application and after the submission of the first BSIR to determine the feasibility and
effectiveness of a grant project. To that end, 1Js should include:

e An explanation of how the proposed project(s) will achieve objectives as identified in the
SPR, including expected long-term impact where applicable, and which core capability
gap(s) it helps to close and how;

e A summary of the status of planning and design efforts accomplished to date (e.g.,
included in a capital improvement plan); and

e A project schedule with clear milestones.

Recipients are expected to conform, as applicable, with accepted engineering practices,
established codes, standards, modeling techniques, and best practices, and participate in the
development of case studies demonstrating the effective use of grant funds, as requested.

FEMA will also review any submitted NPA-aligned 1Js and projects to ensure they meet the
minimum spend requirements. Additional information on how the NPA IJs and projects will be
reviewed for effectiveness is included in the Review and Selection Process section below.

b. Review and Selection Process
1. SHSP and UASI

FY 2025, HSGP applications will be reviewed through a two-phase state and federal review
process for completeness, adherence to programmatic guidelines, feasibility, and how well the 1J
(project description and justification) addresses the identified risk(s).

State Review

The SAA is the sole entity authorized to submit HSGP applications to FEMA on behalf of the
state and subrecipients. The SAA reviews subaward applications to ensure they meet the legal,
financial, and programmatic requirements set forth by FEMA and the state's guidelines before
submitting on behalf of the state to DHS/FEMA.

Federal Review
All proposed investments will undergo a federal review by DHS/FEMA to ensure compliance
with all administrative and eligibility criteria identified in the NOFO. The Federal Reviewers
will check each proposed investment for the following:
o Eligibility, feasibility, and alignment with the application criteria listed in this NOFO;
e Compliance and effectiveness in addressing NPAs, ensuring required spend percentages
are met;
e Compliance with SAFECOM Guidance on Emergency Communications Grants
(SAFECOM Guidance); and,
e LETPA project alignment with program objectives and required spend percentages.

National Priority Area Funding Holds
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If applicants submit 1Js and project-level details at the time of application, FEMA will evaluate
effectiveness prior to award. If projects do not sufficiently align with NPAs, up to 30% of funds
may be placed on hold until revisions are made.

If applicants submit 1Js and project-level details as part of their December 2026 BSIR, 30% of
funds will be placed on hold until FEMA reviews the BSIR and confirms alignment with NPAs.

2. OPSG

For OPSG, applications will be reviewed by the SAA and USBP Sector Headquarters for
completeness and adherence to programmatic guidelines and evaluated for anticipated feasibility,
need, and impact.

DHS/FEMA will verify compliance with all administrative and eligibility criteria outlined in the
NOFO.

OPSG funds will be allocated among the eligible jurisdictions based on risk-based prioritization
using the OPSG Risk Assessment described in Appendix A. Final funding allocations are
determined by the Secretary of Homeland Security, who may consider information and input
from various law enforcement offices or subject-matter experts within the Department.
Factors considered include, but are not limited to:

e Threat and vulnerability assessments

e Total miles of the border

e Border-specific law enforcement intelligence

e Feasibility of Operations Orders to designated localities within border states and

territories.

This comprehensive review and selection process ensures that HSGP and OPSG funds are
distributed effectively to enhance national preparedness, border security, and overall homeland
security efforts.

C. Financial Integrity Criteria

Before making an award, FEMA is required to review OMB-designated databases for applicants’
eligibility and financial integrity information. This is required by the Payment Integrity
Information Act of 2019 (Pub. L. No. 116-117, § 2 (2020)), 41 U.S.C. 8 2313, and the “Do Not
Pay Initiative” (31 U.S.C. 3354). For more details, please see 2 C.F.R. § 200.206.

Thus, the Financial Integrity Criteria may include the following risk-based considerations of the
applicant:

1. Financial stability.

2. Quality of management systems and ability to meet management standards.

3. History of performance in managing federal award.

4. Reports and findings from audits.

5. Ability to effectively implement statutory, regulatory, or other requirements.
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D. Supplemental Financial Integrity Criteria and Review
Before making an award expected to exceed the simplified acquisition threshold (currently a
total federal share of $250,000) over the period of performance:
FEMA is required by 41 U.S.C. § 2313 to review or consider certain information found in
SAM.gov. For details, please see 2 C.F.R. § 200.206(a)(2).
1. An applicant may review and comment on any information in the
responsibility/qualification records available in SAM.gov.
2. Before making decisions in the risk review required by 2 C.F.R. 8 200.206, FEMA will
consider any comments by the applicant.

E. Reviewers and Reviewer Selection

Reviewers for the HSGP NOFO are selected from within FEMA, across the federal government,
and, where applicable, may include external subject matter experts. These reviewers are chosen
based on their expertise in homeland security, emergency management, and grant administration.

To prevent conflicts of interest, reviewers must disclose any personal or professional
relationships with applicants before the review process begins. Any individual with a conflict is
recused from evaluating the affected application. Additionally, reviewers are required to
complete ethics and impartiality training to ensure a fair and unbiased review process.

F. Merit Review Process

HSGP applications are not reviewed solely on merit. While merit plays a role—such as
evaluating the effectiveness, feasibility, and impact of proposed investments—the review process
heavily incorporates risk-based methodologies and compliance criteria. HSGP does not use a
weighted scoring method. All criteria are considered equally during the review process.

Review Process:

e State Review (SHSP and UASI): The SAA conducts an initial eligibility review and
prioritizes projects for submission to FEMA.

e OPSG Review: OPSG applications are reviewed in coordination with the SAA and USBP
Sector Headquarters to assess completeness, feasibility, need, and the anticipated impact
of proposed Operations Orders.

e Federal Review: FEMA conducts a federal review of all applications to ensure eligibility,
feasibility, and compliance with NOFO requirements.

While merit is a key factor in assessing alignment with national priorities, state and local needs,
expected impact, and cost-effectiveness, funding decisions also weigh risk assessments,
eligibility criteria, and available funding target allocations.

G. Final Selection

The Secretary of Homeland Security makes the final funding decisions, considering risk
assessments, subject-matter expert input, and project feasibility, while also ensuring alignment
with national priorities and compliance with legal, financial, and policy guidelines for strategic
allocation of funds.
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8. Award Notices

A. Notice of Award

The Authorized Organization Representative (AOR) should carefully read the federal award
package before accepting the federal award. The federal award package includes instructions on
administering the federal award as well as terms and conditions for the award.

By submitting an application, applicants agree to comply with the prerequisites stated in this
NOFO and the material terms and conditions of the federal award, should they receive an award.

FEMA will provide the federal award package to the applicant electronically via FEMA GO.
Award packages include an Award Letter, Summary Award Memo, Agreement Articles, and
Obligating Document. An award package notification email is sent via the grant application
system to the submitting AOR.

Recipients must accept their awards no later than 60 days from the award date. Recipients shall
notify FEMA of their intent to accept the award and proceed with work via the FEMA GO
system. For more information on award acceptance, refer to the FEMA GO Award Acceptance
Guide.

For HSGP, “receipt of funds” happens when the recipient accepts the award or 15 calendar days
after receiving the award notification, whichever comes first. IF the recipient accepts the award
within 15 calendar days of the notification, the 45-day pass-through period starts on the
acceptance date. If the recipient does not accept the award within 15 calendar days, the 45-day
pass-through period automatically begins 15 calendar days after the notification is sent through
FEMA GO. For detailed guidance on managing preparedness grants, including pass-through
requirements and timelines, please refer to the FEMA Preparedness Grants Manual, Pass-
Through Requirements.

Funds will remain on hold until the recipient accepts the award via FEMA GO and all other
conditions of the award have been satisfied, or until the award is otherwise rescinded. Failure to
accept a grant award within the specified timeframe may result in a loss of funds.

B. Pass-Through Requirements

Under HSGP, SAAs must pass at least 80% of SHSP and UASI funding to local or tribal
governments. The state may retain up to 20% for state-level needs. "Pass-through™ means SAAs
must allocate funds to eligible entities as defined by law, such as counties, municipalities, tribal
governments, or other public entities. For detailed guidance on HSGP pass-through requirements
and timelines, please see Section 8 of the FEMA Preparedness Grants Manual.

After award acceptance, the state must pass through at least 80% of SHSP and UASI funds to
local or tribal governments within 45 days. The timeline starts when the SAA accepts the award
or 15 days after FEMA notifies the SAA, whichever is sooner. Funds must be distributed
unconditionally, and the SAA must certify to FEMA that the pass-through is complete, listing
amounts and recipients. U.S. territories are exempt, except for Puerto Rico, which must comply.
States may keep more than 20% of funds only with written consent from local recipients,
outlining the retained amount and purpose.
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C. Note Regarding Pre-Award Costs
Even if pre-award costs are allowed, beginning performance is at the applicant and/or sub-
applicant’s own risk.

D. Obligation of Funds
The funds are obligated when the SAA’s signatory authority accepts the award and signs the
award package.

E. Notification to Unsuccessful Applicants

During the post-award review, FEMA will notify the recipient about unsuccessful subrecipients
or projects and provide feedback. The SAA is then responsible for notifying the subapplicants
and sharing any relevant feedback or information.

9. Post-Award Requirements and Administration

A. Administrative and National Policy Requirements

Presidential Executive Orders

Recipients must comply with the requirements of Presidential Executive Orders related to grants
(also known as federal assistance and financial assistance), the full text of which are incorporated
by reference.

In accordance with Executive Order 14305, Restoring American Airspace Sovereignty (June 6,
2025), and to the extent allowed by law, eligible state, local, tribal, and territorial grant recipients
under this NOFO are permitted to purchase unmanned aircraft systems, otherwise known as
drones, or equipment or services for the detection, tracking, or identification of drones and drone
signals, consistent with the legal authorities of state, local, tribal, and territorial agencies.
Recipients must comply with all applicable federal, state, and local laws and regulations, and
adhere to any statutory requirements on the use of federal funds for such unmanned aircraft
systems, equipment, or services.

Subrecipient Monitoring and Management

Pass-through entities must comply with the requirements for subrecipient monitoring and
management as set forth in 2 C.F.R. 8§ 200.331-333.

B. DHS Standard Terms and Conditions

A recipient under this funding opportunity must comply with the DHS Standard Terms and
Conditions in effect of the date of the federal award. The DHS Standard Terms and Conditions
are available DHS Standard Terms and Conditions | Homeland Security. For continuation
awards, the terms and conditions for the initial federal award will apply unless otherwise
specified in the terms and conditions of the continuation award. The specific version of the DHS
Standard Terms and Conditions applicable to the federal award will be in the federal award
package.

C. Financial Reporting Requirements Financial Reporting Requirements
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See the Preparedness Grants Manual for information on financial reporting requirements.

D. Programmatic Performance Reporting Requirements
See the Preparedness Grants Manual for information on performance reporting requirements.

E. Closeout Reporting Requirements
See the Preparedness Grants Manual for information on closeout reporting requirements and
administrative closeout.

Anytime there is a change in personnel for any of the awardees and/or subrecipients, their
information needs to be submitted for approval (all the previous personal information identified).

F. Disclosing Information per 2 C.F.R. § 180.335
Before entering into a federal award, the applicant must notify FEMA if it knows that the
applicant or any of the principals (as defined at 2 C.F.R. 8 180.995) for the federal award:

1. Are presently excluded or disqualified,;

2. Have been convicted within the preceding three years of any of the offenses listed in §
180.800(a) or had a civil judgment rendered against you for one of those offenses
within that time period,;

3. Are presently indicted for or otherwise criminally or civilly charged by a
governmental entity (Federal, State, or local) with the commission of any of the
offenses listed in § 180.800(a); or

4. Have had one or more public transactions (Federal, State, or local) terminated within
the preceding three years for cause or default.

This is requirement is fully described in 2 C.F.R. §180.335.

Additionally, 2 C.F.R. § 180.350 requires recipients to provide immediate notice to FEMA at
any time after entering a federal award if:

1. The recipient learns that either it failed to earlier disclose information as required by 2
C.F.R. § 180.335;

2. Due to changed circumstances, the applicant or any of the principals for the federal
award now meet the criteria at 2 C.F.R. § 180.335 listed above.

G. Reporting of Matters Related to Recipient Integrity and Performance
Appendix XI1to 2 C.F.R. Part 200 states the terms and conditions for recipient integrity and
performance matters used for this funding opportunity.

If the total value of all active federal grants, cooperative agreements, and procurement contracts
for a recipient exceeds $10,000,000 at any time during the period of performance:
1. The recipient must maintain the currency of information reported in SAM.gov about
civil, criminal, or administrative proceedings described in paragraph 2 of Appendix XII;
2. The required reporting frequency is described in paragraph 4 of Appendix XII.

H. Single Audit Report
A recipient expending $1,000,000 or more in federal awards (as defined by 2 C.F.R. § 200.1)
during its fiscal year must undergo an audit. This may be either a single audit complying with 2
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C.F.R. 8 200.514 or a program-specific audit complying with 2 C.F.R. 88 200.501 and 200.507.
Audits must follow 2 C.F.R. Part 200, Subpart F, 2 C.F.R. § 200.501, and the U.S. Government
Accountability Office (GAQ) Generally Accepted Government Auditing Standards.

I. Monitoring and Oversight

Per 2 C.F.R. § 200.337, DHS and its authorized representatives have the right of access to any
records of the recipient or subrecipient pertinent to a Federal award to perform audits, site visits,
and any other official use. The right also includes timely and reasonable access to the recipient’s
or subrecipient’s personnel for the purpose of interview and discussion related to such
documents or the Federal award in general.

Pursuant to this right and per 2 C.F.R. § 200.329, DHS may conduct desk reviews and make site
visits to review and evaluate project accomplishments and management control systems as well
as provide any required technical assistance. Recipients and subrecipients must respond in a
timely and accurate manner to DHS requests for information relating to a federal award.

J. Program Evaluation

Title 1 of the Foundations for Evidence-Based Policymaking Act of 2018, Pub. L. No. 115-435
(2019) (Evidence Act), PUBL435.PS urges federal agencies to use program evaluation as a
critical tool to learn, improve delivery, and elevate program service and delivery across the
program lifecycle. Evaluation means “an assessment using systematic data collection and
analysis of one or more programs, policies, and organizations intended to assess their
effectiveness and efficiency.” Evidence Act, § 101 (codified at 5 U.S.C. § 311). OMB A-11,
Section 290 (Evaluation and Evidence-Building Activities) further outlines the standards and
practices for evaluation activities. Federal agencies are required to specify any requirements for
recipient participation in program evaluation activities (2 C.F.R. 8§ 200.301). Program evaluation
activities incorporated from the outset in the NOFO and program design and implementation
allow recipients and agencies to meaningfully document and measure progress and achievement
towards program goals and objectives, and identify program outcomes and lessons learned, as
part of demonstrating recipient performance (2 C.F.R. § 200.301).

As such, recipients and subrecipients are required to participate in a Program Office (PO) or a
DHS Component-led evaluation, if selected. This may be carried out by a third-party on behalf
of the PO or the DHS Component. Such an evaluation may involve information collections
including but not limited to, records of the recipients, surveys, interviews, or discussions with
individuals who benefit from the federal award, program operating personnel, and award
recipients; and site visits or other observation of recipient activities, as specified in a DHS
Component or PO-approved evaluation plan. More details about evaluation requirements may be
provided in the federal award, if available at that time, or following the award as evaluation
requirements are finalized. Evaluation costs incurred during the period of performance are
allowable costs (either as direct or indirect) in accordance with 2 C.F.R.8 200.413.

Recipients and subrecipients are also encouraged, but not required, to participate in any
additional evaluations after the period of performance ends, although any costs incurred to
participate in such evaluations are not allowable and may not be charged to the federal award.

K. Additional Performance Reporting Requirements
Award recipients must submit the following reports: quarterly financial reports, semi-annual
performance reports and BSIR submissions, final financial and performance reports, and an
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annual audit report (if required). These must follow the Uniform Administrative Requirements,
Cost Principles, and Audit Requirements for Federal Awards, found at 2 C.F.R. Part 200, or
specific conditions of the award. If reports are late, future funding or fund access may be
delayed, and additional reports may be requested in some cases.

a. Reporting on the Implementation of the National Preparedness System

Recipients are required to complete the THIRA every three years and the SPR annually through
the URT on the Preparedness Toolkit no later than Dec. 31. These assessments help jurisdictions
identify and address capability gaps to enhance overall preparedness. See the Preparedness
Grants Manual for information on reporting on the Implementation of the National Preparedness
System.

b. BSIR

In addition to submitting semi-annual progress reports, recipients are required to complete the
BSIR. The BSIR is submitted twice a year—in June and December—and provides detailed
updates on the status and progress of funded projects. For comprehensive guidance on BSIR
submission and other reporting requirements, see the Preparedness Grants Manual.

c. Emergency Communications Investments - SAFECOM Compliant Letter

An Emergency Communications Investments - SAFECOM Compliant Letter is required when
utilize federal grants to fund emergency communications projects. The signatory authority for
the SAA must certify in writing to DHS/FEMA their compliance with the SAFECOM Guidance.
The certification letter should be coordinated with the Statewide Interoperability Coordinators
(SWIC) for each state and must be uploaded to FEMA GO at the time of the Winter BSIR
submission.

For detailed information on SAFECOM Guidance and compliance requirements, refer to the
https://www.cisa.gov/safecom/funding. If you have further questions or need assistance, contact
the SAFECOM Program at SAFECOMGovernance@cisa.dhs.gov.

d. Operations Orders for OPSG

The Operations Order (OO) is a detailed plan that explains the specific aspects of an operation,
including its goals, tasks, timelines, and resources needed. It provides clear instructions on how
to carry out the operation, identifying who is responsible for each task, the resources required,
and the expected results. Recipients are required to submit an OO to show their ability to
implement the proposed activities effectively, align with program goals, and meet funding
requirements.

1. Accessing the OO Template Instructions

To access the OPSG OO Template:
e Find the HSGP posting via the search function on Grants.gov;
e Select the Related Documents tab on the posting; and

e Click on the OPSG OO Template and fill out all sections of the template.
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Writing the Executive Summary

The OO Executive Summary must:

3.

Identify the organization name, point of contact, committees, and other structures

accountable for implementing OPSG in the jurisdiction (typically this will be a program

lead or manager overseeing operations and individuals assigned to that agency); and

Describe how federal and SLTT law enforcement agencies will work together to establish

and enhance coordination and collaboration on border security issues.

Budget Requirements Overview

The OO Detailed Annual Budget must:

4.

Explain how costs and expenses were estimated; and
Provide a narrative justification for costs and expenses.

Supporting tables describing cost and expense elements (e.g., equipment, fuel, vehicle
maintenance costs) may be included.

Submission Requirements

The OO must meet the following submission requirements:

Must be submitted as an Adobe PDF document;

All documents submitted must use the unique identifier created by the OPSG data
management system from the original associated operation order; and

Applicable OPSG sector representatives must coordinate with the SAA and OPSG
participants to submit an accurate inventory of all specified OPSG purchased property
with each Operations Order/ Fragmentary Order (FRAGO).

L. Termination of the Federal Award

1. Paragraph C.XL of the FY 2025 DHS Standard Terms and Conditions, v.3 sets forth a term
and condition entitled “Termination of a Federal Award.” The termination provision
condition listed below applies to the grant award and the term and condition in Paragraph
C.XL of the FY 2025 DHS Standard Terms and Conditions, v.3 does not.

2. Termination of the Federal Award by FEMA
FEMA may terminate the federal award in whole or in part for one of the following reasons
identified in 2 C.F.R. § 200.340:

a.

If the recipient or subrecipient fails to comply with the terms and conditions of the
federal award.

b. With the consent of the recipient, in which case FEMA and the recipient must agree upon

the termination conditions. These conditions include the effective date and, in the case of
partial termination, the portion to be terminated.
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c. If the federal award no longer effectuates the program goals or agency priorities. Under
this provision, FEMA may terminate the award for these purposes if any of the following
reasons apply:

i. If DHS/FEMA, in its sole discretion, determines that a specific award objective is
ineffective at achieving program goals as described in this NOFO;

ii. If DHS/FEMA, in its sole discretion, determines that an objective of the award as
described in this NOFO will be ineffective at achieving program goals or agency
priorities;

iii.  If DHS/FEMA, in its sole discretion, determines that the design of the grant
program is flawed relative to program goals or agency priorities;

iv. If DHS/FEMA, in its sole discretion, determines that the grant program is not
aligned to either the DHS Strategic Plan, the FEMA Strategic Plan, or successor
policies or documents;

v. If DHS/FEMA, in its sole discretion, changes or re-evaluates the goals or
priorities of the grant program and determines that the award will be ineffective at
achieving the updated program goals or agency priorities; or

vi.  For other reasons based on program goals or agency priorities described in the
termination notice provided to the recipient pursuant to 2 C.F.R. § 200.341.

vii.  Ifthe awardee falls out of compliance with the Agency’s statutory or regulatory
authority, award terms and conditions, or other applicable laws.

3. Termination of a Subaward by the Pass-Through Entity

The pass-through entity may terminate a subaward in whole or in part for one of the following
reasons identified in 2 C.F.R. § 200.340:

a. If the subrecipient fails to comply with the terms and conditions of the Federal award.

b. With the consent of the subrecipient, in which case the pass-through entity and the
subrecipient must agree upon the termination conditions. These conditions include the
effective date and, in the case of partial termination, the portion to be terminated.

c. Ifthe pass-through entity’s award has been terminated, the pass-through recipient will
terminate its subawards.

4. Termination by the Recipient or Subrecipient
The recipient or subrecipient may terminate the federal award in whole or in part for the
following reason identified in 2 C.F.R. 8 200.340: Upon sending FEMA or pass-through
entity a written notification of the reasons for such termination, the effective date, and, in the
case of partial termination, the portion to be terminated. However, if FEMA or the pass-
through entity determines that the remaining portion of the federal award will not accomplish
the purposes for which the Federal award was made, FEMA or the pass-through entity may
terminate the Federal award in its entirety.

5. Impacts of Termination

a. When FEMA terminates the Federal award prior to the end of the period of performance
due to the recipient’s material failure to comply with the terms and conditions of the
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Federal award, FEMA will report the termination in SAM.gov in the manner described at
2 C.F.R. § 200.340(c).

b. When the Federal award is terminated in part or its entirety, FEMA or the pass-through
entity and recipient or subrecipient remain responsible for compliance with the
requirements in 2 C.F.R. §8 200.344 and 200.345.

6. Notification requirements

FEMA or the pass-through entity must provide written notice of the termination in a manner
consistent with 2 C.F.R. § 200.341. The federal award will be terminated on the date of the
notification unless stated otherwise in the notification.

7. Opportunities to Object and Appeal

Where applicable, when FEMA terminates the Federal award, the written notification of
termination will provide the opportunity and describe the process, to object and provide
information challenging the action, pursuant to 2 C.F.R. § 200.342.

8. Effects of Suspension and Termination

The allowability of costs to the recipient or subrecipient resulting from financial obligations
incurred by the recipient or subrecipient during a suspension or after the termination of a federal
award are subject to 2 C.F.R. 200.343.

M. Best Practices

While not a requirement in the DHS Standard Terms and Conditions, as a best practice, entities
receiving funds through this program should ensure that cybersecurity is integrated into the
design, development, operation, and maintenance of investments that impact information
technology (IT) and/ or operational technology (OT) systems._Additionally,, “The recipient and
subrecipient must ... take reasonable cybersecurity and other measures to safeguard information
including protected personally identifiable information (PII) and other types of information.” 2
C.F.R. 8 200.303(e).

N. Payment Information
Recipients will submit payment requests in FEMA GO for FY25 awards under this program.
Instructions to Grant Recipients Pursuing Payments

FEMA reviews all grant payments and obligations to ensure allowability in accordance with 2
C.F.R. §8200.305. These measures will ensure funds are disbursed appropriately while
continuing to support and prioritize communities who rely on FEMA for assistance. Once a
recipient submits a payment request, FEMA will review the request. If FEMA approves a
payment, it will process through FEMA GO and inform recipients accordingly for drawdown
purposes. If FEMA disapproves a payment, FEMA will inform the recipient.

Processing and Payment Timeline
FEMA must comply with regulations governing payments to grant recipients. See 2 C.F.R. §
200.305. For grant recipients other than States, 2 C.F.R. 8 200.305(b)(3) stipulates that FEMA is
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to make payments on a reimbursement basis within 30 days after receipt of the payment request,
unless FEMA reasonably believes the request to be improper. For state recipients, 2 C.F.R. §
200.305(a) instructs that federal grant payments are governed by Treasury-State Cash
Management Improvement Act (CMIA) agreements (""Treasury-State agreement™) and default
procedures codified at 31 C.F.R. part 205 and Treasury Financial Manual (TFM) 4A-2000,
"Overall Disbursing Rules for All Federal Agencies.” See 2 C.F.R. § 200.305(a).

Treasury-State agreements generally apply to "major federal assistance programs” that are
governed by 31 C.F.R. part 205, subpart A and are identified in the Treasury-State agreement. 31
C.F.R. 88 205.2, 205.6. Where a federal assistance (grant) program is not governed by subpart
A, payment and funds transfers from FEMA to the state are subject to 31 C.F.R. part 205,
subpart B. Subpart B requires FEMA to "limit a funds transfer to a state to the minimum amounts
needed by the state and must time the disbursement to be in accord with the actual, immediate
cash requirements of the state in carrying out a federal assistance program or project. The timing
and amount of funds transfers must be as close as is administratively feasible to a state's actual
cash outlay for direct program costs and the proportionate share of any allowable indirect costs."
31 C.F.R. § 205.33(a). Nearly all FEMA grants are not “major federal assistance programs.” As
a result, payments to states for those grants are subject to the "default” rules of 31 C.F.R. part

205, subpart B.

If additional information is needed, a request for information will be issued by FEMA to the
recipient; recipients are strongly encouraged to respond to any additional FEMA request for
information inquiries within three business days. If an adequate response is not received, the
request may be denied, and the entity may need to submit a new reimbursement request; this will
re-start the 30-day timeline.

Submission Process

All non-disaster grant program reimbursement requests must be reviewed and approved by
FEMA prior to drawdowns.

For all non-disaster reimbursement requests (regardless of system), please ensure submittal of
the following information:
1. Grant ID / Award Number
2. Total amount requested for drawdown
3. Purpose of drawdown and timeframe covered (must be within the award performance
period)
4. Subrecipient Funding Details (if applicable).
e Is funding provided directly or indirectly to a subrecipient?
o If no, include statement “This grant funding is not being directed to a
subrecipient.”
« If yes, provide the following details:
o The name, mission statement, and purpose of each subrecipient receiving funds,
along with the amount allocated and the specific role or activity being reimbursed.
o Whether the subrecipient’s work or mission involves supporting aliens, regardless
of whether FEMA funds support such activities.
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o Whether the payment request includes an activity involving support to aliens.
o Whether the subrecipient has any DEI practices.
5. Supporting documentation to demonstrate that expenses are allowable, allocable,
reasonable, and necessary under 2 C.F.R. Part 200 and in compliance with the grant’s
NOFO, award terms, and applicable federal regulations.

O. Immigration Conditions

1. Materiality of Pending Immigration Condition

An immigration term and condition, including those in the DHS Standard Terms and Conditions,
may be material to the Department of Homeland Security’s decision to make this grant award,
and the Department of Homeland Security may take any remedy for noncompliance, including
termination, if the state or territorial recipient or any local government subrecipient fails to
comply with this term and condition. No final agency determination has been made as of the date
of this publication.

10. Other Information
A. Period of Performance Extension
Extensions to the period of performance are allowed.

Recipients should consult with their FEMA point of contact for requirements related to a
performance period extension.

B. Other Information

a. Environmental Planning and Historic Preservation (EHP) Compliance
See the Preparedness Grants Manual for information on EHP compliance.

b. Procurement Integrity
See the Preparedness Grants Manual for information on procurement integrity

c. Financial Assistance Programs for Infrastructure

1. Recipients and subrecipients must comply with FEMA’s implementation requirements of the
Build America, Buy America Act (BABAA), which was enacted as part of the Infrastructure
Investment and Jobs Act 88 70901-70927, Pub. L. No. 117-58 (2021); and Executive Order
14005, Ensuring the Future is Made in All of America by All of America’s Workers. See also 2
C.F.R. Part 184, Buy America Preferences for Infrastructure Projects and Office of Management
and Budget (OMB), Memorandum M-24-02, Implementation Guidance on Application of Buy
America Preference in Federal Financial Assistance Programs for Infrastructure.

None of the funds provided under this program may be used for a project for infrastructure unless
the iron and steel, manufactured products, and construction materials used in that infrastructure
are produced in the United States.

The Buy America preference only applies to articles, materials, and supplies that are consumed
in, incorporated into, or affixed to an infrastructure project. As such, it does not apply to tools,
equipment, and supplies, such as temporary scaffolding, brought to the construction site and
removed at or before the completion of the infrastructure project. Nor does a Buy America

50|Page


https://www.ecfr.gov/current/title-2/subtitle-A/chapter-II/part-200
https://www.fema.gov/media-library/assets/documents/178291
https://www.fema.gov/media-library/assets/documents/178291
https://www.congress.gov/117/plaws/publ58/PLAW-117publ58.pdf
https://www.congress.gov/117/plaws/publ58/PLAW-117publ58.pdf
https://www.federalregister.gov/documents/2021/01/28/2021-02038/ensuring-the-future-is-made-in-all-of-america-by-all-of-americas-workers
https://www.federalregister.gov/documents/2021/01/28/2021-02038/ensuring-the-future-is-made-in-all-of-america-by-all-of-americas-workers
https://www.ecfr.gov/current/title-2/subtitle-A/chapter-I/part-184
https://www.ecfr.gov/current/title-2/subtitle-A/chapter-I/part-184
https://www.whitehouse.gov/wp-content/uploads/2023/10/M-24-02-Buy-America-Implementation-Guidance-Update.pdf
https://www.whitehouse.gov/wp-content/uploads/2023/10/M-24-02-Buy-America-Implementation-Guidance-Update.pdf
https://www.whitehouse.gov/wp-content/uploads/2023/10/M-24-02-Buy-America-Implementation-Guidance-Update.pdf

51

preference apply to equipment and furnishings, such as movable chairs, desks, and portable
computer equipment, that are used at or within the finished infrastructure project but are not an
integral part of the structure or permanently affixed to the infrastructure project.

To see whether a particular FEMA federal financial assistance program is considered an
infrastructure program and thus required to implement FEMA’s Build America, Buy America
requirements, please see Programs and Definitions: Build America, Buy America Act |

FEMA.gov.

2. Waivers

When necessary, recipients (and subrecipients through their pass-through entity) may apply for,
and FEMA may grant, a waiver from these requirements.

A waiver of the domestic content procurement preference may be granted by the agency
awarding official if FEMA determines that:

e Applying the domestic content procurement preference would be inconsistent with the
public interest, or

e The types of iron, steel, manufactured products, or construction materials are not
produced in the United States in sufficient and reasonably available quantities or of a
satisfactory quality, or

e The inclusion of iron, steel, manufactured products, or construction materials produced in
the United States will increase the cost of the overall project by more than 25%.

The process for requesting a waiver from the Buy America preference requirements can be found
on FEMA’s website at: "Buy America" Preference in FEMA Financial Assistance Programs for
Infrastructure | FEMA.gov.

3. Definitions

For definitions of the key terms of the Build America, Buy America Act, please visit Programs
and Definitions: Build America, Buy America Act | FEMA.gov.

d. Mandatory Disclosures

The non-Federal entity or applicant for a federal award must disclose, in a timely manner, in
writing to the federal awarding agency or pass-through entity all violations of federal criminal
law involving fraud, bribery, or gratuity violations potentially affecting the Federal award. (2
C.F.R. 8 200.113)

e. Adaptive Support
See the Preparedness Grants Manual for information on disability integration.

f. Record Retention
See the Preparedness Grants Manual for information on record retention.
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g. Actions to Address Noncompliance
See the Preparedness Grants Manual for information on actions to address noncompliance.

h. Audits
See the for information on audits.
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11. Appendix A: HSGP Target Allocations

HSGP Programs " FY 2025 Target Allocation
SHSP $373,500,000
UASI $553,500,000
OPSG $ 81,000,000
Total $1,008,000,000

A. SHSP Target Allocations

For FY 2025, DHS/FEMA will distribute SHSP funds based on their risk assessment
methodology and legal minimums outlined in the Homeland Security Act of 2002, as amended.
THIRA and SPR results do not affect how grant funds are allocated.

Each state and territory will receive a guaranteed minimum amount:
e All 50 states, Washington, D.C., and Puerto Rico will receive at least 0.35% of the total
funds available under Sections 2003 and 2004 of the Homeland Security Act.
e The four territories (American Samoa, Guam, the Northern Mariana Islands, and the U.S.
Virgin Islands) will receive at least 0.08% of the total funds available under these
sections.

States must include a separate 1J for the NPA focused on Enhancing Election Security (at least
3% minimum spend requirement) and Supporting Border Crisis Response and Enforcement (at
least a 10% minimum spend requirement), but there is flexibility on the remaining 17% required
to meet the overall 30% minimum spend requirement for the NPAs associated with the SHSP
allocation.

These are target allocations pending final decisions by the Department of Homeland Security.
These target allocations act as an estimate, and final allocations may be different in the award
letter.
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Fiscal Year 2025 State Homeland Security Program Target Allocations

: FY 2025 Target State/Territory FY 2025 Target
S ey Allocation Allocation
Alabama $4,362,750 Montana $4,362,750
Alaska $4,362,750 Nebraska $4,362,750
American Samoa $997,200 Nevada $4,362,750
Arizona $5,023,205 New Hampshire $4,362,750
Arkansas $4,362,750 New Jersey $5,065,776
California $55,863,486 New Mexico $4,362,750
Colorado $4,362,750 New York $38,200,874
Connecticut $4,362,750 North Carolina $4,631,809
Delaware $4,362,750 North Dakota $4,362,750
. . Northern Mariana
District of Columbia $4,362,750 Islands $997,200
Florida $15,745,665 Ohio $5,643,542
Georgia $7,272,801 Oklahoma $4,362,750
Guam $1,110,150 Oregon $4,362,750
Hawaii $4,362,750 Pennsylvania $9,407,455
Idaho $4,362,750 Puerto Rico $4,362,750
Ilinois $10,419,556 Rhode Island $4,362,750
Indiana $4,362,750 South Carolina $4,362,750
lowa $4,362,750 South Dakota $4,362,750
Kansas $4,362,750 Tennessee $4,362,750
Kentucky $4,362,750 Texas $26,066,797
Louisiana U.S. Virgin
$4,362,750 Islands $997,200
Maine $4,362,750 Utah $4,362,750
Maryland $4,990,556 Vermont $4,362,750
Massachusetts $5,390,887 Virginia $8,770,850
Michigan $4,362,750 Washington $5,483,241
Minnesota $4,362,750 West Virginia $4,362,750
Mississippi $4,362,750 Wisconsin $4,362,750
Missouri $4,362,750 Wyoming $4,362,750
Total $373,500,000.00

B. UASI Target Allocations

For FY 2025, the UASI program will provide funding to high-risk urban areas. Eligibility has
been determined through an analysis of relative risk of terrorism faced by the 100 most populous
Metropolitan Statistical Areas (MSA) in the United States, as outlined in the Homeland Security
Act of 2002, as amended. Detailed information on MSAs is available from the U.S. Census
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Bureau at Metropolitan and Micropolitan (census.gov). It is important to note that results from
THIRA/SPR do not impact grant allocations or awards.

The Metropolitan Areas Standardization and Protection (MAPS) Act of 2021 (P.L. 117-219)
prohibits automatic updates to core-based statistical areas, which are used to define MSAs, for
grantmaking purposes. Any changes require a formal rulemaking process with public notice and
comment. If changes become necessary in FY 2025, FEMA will initiate this process as required
by the MAPS Act.

The table below lists the UASI allocations for each high-risk urban area based on DHS/FEMA’s
risk-informed assessment in accordance with the Homeland Security Act of 2002, as amended.
Each high-risk urban area, through its state, must include a separate 1J for the NPA “Enhancing
Election Security”, which has a required minimum spend of 3%, and “Supporting Border Crisis
Response and Enforcement”, which has a 10% minimum spend requirement. All projects related
to these requirements must be included in the separate 1Js. Additionally, the combined funding
across all five NPAs must total at least 30% of the area’s overall UASI allocation.

These are target allocations pending final decisions by the Department of Homeland Security.
These target allocations act as an estimate, and final allocations may be different in the award
letter.

Fiscal Year 2025 Urban Area Security Initiative Target Allocations

FY 2025 UASI
Target Allocation

State/Territory Funded Urban Area

Arizona Phoenix-Mesa-Chandler, AZ $12,910,357
Anaheim-Santa Ana-lrvine, CA $8,842,298
Los Angeles-Long Beach-Glendale, CA $38,664,255
California Riverside-San Berr?ardino-Ontario, CA $7,134,344
Sacramento-Roseville-Folsom, CA $4,516,008
San Diego-Chula Vista-Carlsbad, CA $17,716,678
San Francisco-San Jose-Oakland, CA $32,451,685
Colorado Colorado Springs, CO $2,926,754
Denver-Aurora-Lakewood, CO $6,909,902
District of Washington-Arlington-Alexandria, DC-VA-MD-
Columbia WV $25,270,521
Jacksonville, FL $4,589,968
Florida Miami-Forj[ L_auderdale-Pompano Beach, FL $15,683,707
Orlando-Kissimmee-Sanford, FL $6,611,279
Tampa-St. Petersburg-Clearwater, FL $7,296,816
Georgia Atlanta-Sandy Springs-Alpharetta, GA $14,564,394
Hawaii Honolulu, HI $6,338,443
Illinois Chicago-Naperville-Elgin, IL-IN-WI $33,479,819
Indiana Indianapolis-Carmel-Anderson, IN $3,367,289
Louisiana New Orleans-Metairie, LA $4,546,754
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Maryland Baltimore-Columbia-Towson, MD $7,709,724
Massachusetts Boston-Cambridge-Newton, MA-NH $16,838,838
Michigan Detroit-Warren-Dearborn, Ml $8,123,989
Minnesota Minneapolis-St. Paul-Bloomington, MN-WI $9,526,217
Missouri St. Louis,_MO-IL $6,281,491
Kansas City, MO-KS $4,191,663
Nevada Las Vegas-Henderson-Paradise, NV $8,958,896
New Jersey Newark-Jersey City-New Brunswick, NJ-PA $13,928,247
New York New York-White Plains, NY $92,180,364
North Carolina Charlotte-Concord-Gastonia, NC-SC $4,285,035
Cincinnati, OH-KY-IN $4,166,331
Ohio Columbus, OH $4,062,892
Cleveland-Elyria, OH $4,309,739
Oregon Portland-Vancouver-Hillsboro, OR-WA $6,703,242
Pennsylvania Philadelphia-Camden-Wilmington, PA-NJ-DE-MD $18,464,547
Pittsburgh, PA $4,716,651
Tennessee Nashville-Davidson--Murfreesboro--Franklin, TN $4,150,624
Austin-Round Rock-Georgetown, TX $3,753,183
Texas Dallas-Fort Worth-Arlington, TX $16,798,290
Houston-The Woodlands-Sugar Land, TX $26,233,082
San Antonio-New Braunfels, TX $6,627,754
Virginia Ri_ch.m_ond, VA $3,485,377
Virginia Beach-Norfolk-Newport News, VA-NC $8,382,039
Washington Seattle-Tacoma-Bellevue, WA $12,713,580
Wisconsin Milwaukee-Waukesha, WI $3,086,934

Total $553,500,000

C. OPSG Target Allocations
For FY 2025, DHS/FEMA will award OPSG funds based on two main factors: the risk to border
security and the anticipated effectiveness of proposed projects. The OPSG risk assessment
identifies potential threats to border security, guiding the distribution of funds to areas with the
highest need. Eligible applicants are local, and tribal law enforcement agencies located along the

U.S. borders.

For OPSG, "risk" refers to the potential for adverse outcomes, assessed by evaluating threats,
vulnerabilities, and consequences associated with specific incidents or events. The risk model
used to allocate OPSG funds considers the potential risk that certain threats pose to border
security and estimates the relative risk faced by a given area. In evaluating threat, DHS/CBP
considers intelligence, situational awareness, criminal trends, and statistical data specific to each
of the border sectors, and the potential impacts that these threats pose to the security of the
border area. For vulnerability and consequence, DHS/CBP considers the expected impact and
consequences of successful border events occurring in specific areas. The effectiveness of
proposed investments is evaluated based on the subrecipient’s investment strategy, budget,
collaboration, and past performance.
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These are target allocations pending final decisions by the Department of Homeland Security.
These target allocations act as an estimate, and final allocations may be different in the award
letter.

Fiscal Year 2025 Operation Stonegarden Eligible* Target Allocations
FY 2025 Target

FY 2025

State/Territory Allocation State/Territory Targe_t
Allocation
Alabama $350,000 | Montana $1,672,000
Alaska $750,000 | Nebraska $0
American Samoa $0 | Nevada $0
Arizona $12,220,000 | New Hampshire $200,000
Arkansas $0 | New Jersey $0
California $12,100,000 | New Mexico $2,675,000
Colorado $0 | New York $2,670,000
Connecticut $0 | North Carolina $0
Delaware $0 | North Dakota $1,542,000
District of Columbia $0 | Northern Mariana Islands $0
Florida $2,790,000 | Ohio $825,000
Georgia $90,000 | Oklahoma $0
Guam $0 | Oregon $0
Hawaii $0 | Pennsylvania $170,000
Idaho $180,000 | Puerto Rico $1,330,000
Ilinois $0 | Rhode Island $0
Indiana $0 | South Carolina $0
lowa $0 | South Dakota $0
Kansas $0 | Tennessee $0
Kentucky $0 | Texas $33,708,000
Louisiana $810,000 | U.S. Virgin Islands $90,000
Maine $1,410,000 | Utah $0
Maryland $0 | Vermont $150,000
Massachusetts $0 | Virginia $0
Michigan $2,286,000 | Washington $1,435,000
Minnesota $972,000 | West Virginia $0
Mississippi $575,000 | Wisconsin $0
Missouri $0 | Wyoming $0
Total $81,000,000

*Eligibility does not guarantee grant funding
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12. Appendix B: Allowable Costs

A. Allowable Cost Matrix for SHSP, UASI, and OPSG
The following matrix lists allowable cost activities across cost categories described above and
below. The Preparedness Grants Manual includes additional information on allowable costs.

Recipients and subrecipients must follow all applicable requirements in 2 C.F.R. Part 200
Uniform Administrative Requirements, Cost Principles, and Audit Requirements for Federal
Awards. HSGP funds may be used to cover the costs for evaluating the impact of these grants on
the state or urban area’s core capabilities and capability gaps. This list is not exhaustive,
therefore, if there are any questions regarding allowable costs, please contact the appropriate
FEMA HQ Preparedness Officer.

Allowable Program Activities ' SHSP UASI OPSG
Allowable Planning Costs

Developing hazard/threat-specific annexes

Developing and implementing homeland security support programs and
adopting ongoing DHS/FEMA nationalinitiatives

Developing related terrorism and other catastrophic event prevention
activities

Developing and enhancing plans and protocols

Developing or conducting assessments

Hiring of full- or part-time staff or contract/consultants to assist with
planning, engagement, and volunteer management activities

Materials required to conduct planning, engagement, and volunteer
management activities

Travel/per diem related to planning, engagement, and volunteer
management activities

Overtime and backfill costs (in accordance with operational Cost
Guidance)

Issuance of Western Hemisphere Travel Initiative-compliant Tribal
identification cards

Activities to achieve planning inclusive of people with disabilities and
others with access and functional needs and limited English proficiency.
Coordination with Citizen Corps Councils for public
information/education and development of volunteer programs
Coordination and material support to Citizen Corps Councils and local
firehouses for the establishment, training and maintenance of CERTSs
Update governance structures and processes and plans for emergency
communications

Development, and review and revision of continuity of operations plans
Development, and review and revision of the THIRA/SPR and
continuity of operations plans

Allowable Organizational Activities

Note: Personnel hiring, overtime, and backfill expenses are permitted under this grant only to the

extent that such expenses are for the allowable activities within the scope of the grant.
Program management hI
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Allowable Program Activities SHSP UASI OPSG
Development of whole community partnerships Y Y

Structures and mechanisms for information sharing between the public
and private sector

Implementing models, programs, and workforce enhancement initiatives

Tools, resources, and activities that facilitate shared situational awareness
between the public and private sectors

Operational support

Utilization of standardized resource management concepts

Responding to an increase in the threat level under the National
Terrorism Advisory System (NTAS), or needs in resulting from a
National Special Security Event

Reimbursement for select operational expenses associated with
increased security measures at critical infrastructure sites incurred (up to
50% of the allocation)

Overtime for information, investigative, and intelligence sharing
activities (up to 50% of the allocation)

Hiring of new staff positions/contractors/consultants for participation in
information/intelligence analysis and sharing groups or fusion center
activities (up to 50% of the allocation).

Hiring or maintaining staff positions/contractors/consultants at SLTT
levels to deliver community preparedness training, resources and
material to schools, community-based organizations, faith-based
institutions and local businesses.

Hiring or maintaining staff positions/contractors/consultants to create,
support and maintain CERT or Teen CERT

Cost of migrating online services to the “.gov” domain

Allowable Equipment Categories

Personal Protective Equipment

Explosive Device Mitigation and Remediation Equipment

CBRNE Operational Search and Rescue Equipment

Information Technology

Cybersecurity Enhancement Equipment

Interoperable Communications Equipment

Detection

Decontamination

Medical countermeasures

Power (e.g., generators, batteries, power cells)

CBRNE Reference Materials

CBRNE Incident Response Vehicles

Terrorism Incident Prevention Equipment

Physical Security Enhancement Equipment

Inspection and Screening Systems

Animal Care and Foreign Animal Disease
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CBRNE Prevention and Response Watercraft
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Allowable Program Activities
CBRNE Prevention and Response Unmanned Aircraft
CBRNE Auviation Equipment

CBRNE Logistical Support Equipment

Intervention Equipment (e.g., tactical entry, crime scene processing)
Critical emergency supplies

General use vehicle acquisition, lease, and rental

Specialized vehicle acquisition, lease, and rental

Other Authorized Equipment

Allowable Training Costs

Overtime and backfill for emergency preparedness and response
personnel attending DHS/FEMA-sponsored and approved training
classes

Overtime and backfill expenses for part-time and volunteer emergency
response

personnel participating in DHS/FEMA training

Instructor certification/re-certification

Coordination with Citizen Corps Councils and CERT in conducting
training exercises

Preparedness training for community preparedness initiatives and
programs

Interoperable communications training

Activities to achieve planning inclusive of people with limited English
proficiency

Immigration enforcement training

Allowable Exercise Related Costs

Design, Develop, Conduct, and Evaluate an Exercise

Full- or part-time staff or contractors/consultants

Overtime and backfill costs, including expenses for part-time and
volunteer emergency response personnel participating in DHS/FEMA
exercises

Implementation of Homeland Security Exercise and Evaluation Program
(HSEEP)

Activities to achieve exercises inclusive of people with disabilities and
others with access and functional needs

Travel

Supplies

Interoperable communications exercises

Activities to achieve planning inclusive of people with limited English

Training workshops and conferences Y
Activities to achieve training inclusive of people with disabilities and . .
others with access and functional needs and limited English proficiency
Full- or part-time staff or contractors/consultants Y Y
Travel Y Y
Supplies Y Y
\4
Y
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Allowable Program Activities ' SHSP UASI OPSG
proficiency

Allowable M&A Costs

Hiring of full- or part-time staff or contractors/consultants to assist with
the management of the respective grant program, application
requirements, and compliance with reporting and data collection
requirements

Development of operating plans for information collection and
processing necessary to respond to DHS/FEMA data calls

Overtime and backfill costs

Travel

Meeting related expenses

Authorized office equipment

Recurring expenses such as those associated with cell phones and faxes
during the period of performance of the grant program

Leasing or renting of space for newly hired personnel during the period
of performance of the grant program

Completing the Civil Rights Evaluation Tool

Conducting activities related to evaluating project effectiveness for
HSGP-funded projects

LETPA Costs

Integration and interoperability of systems and data, such as computer
aided dispatch (CAD) and record management systems (RMS), to
facilitate the collection

Maturation, enhancement, and sustainment of designated state and major
Urban Area fusion centers, including information sharing and analysis,
threat recognition, terrorist interdiction, and intelligence analyst training
and salaries (subject to certain conditions)

Regional counterterrorism training programs for small, medium, and
large jurisdictions to exchange information and discuss the current threat
environment, lessons learned, and best practices to help prevent, protect
against, and mitigate acts of terrorism

Coordination of regional full-scale training exercises (federal, state, and
local law enforcement participation) focused on terrorism-related events

Law enforcement Chemical, Biological, Radiological, Nuclear, and high
yield Explosives detection and response capabilities, such as bomb
detection/disposal capability development, sustainment, or enhancement,
including canine teams, robotics platforms, and x-ray technology

Coordination between fusion centers and other operational analytic, and
investigative efforts

Implementation, maintenance, and sustainment of the Nationwide
Suspicious Activity Reporting Initiative

Implementation of the "If You See Something, Say Something®"
campaign

Increase physical security, through law enforcement personnel and other
protective measures, by implementing preventive and protective
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Allowable Program Activities ' SHSP UASI OPSG

measures at critical infrastructure locations

B. SHSP and UASI Other Direct Costs

Recipients must comply with all the requirements in 2 C.F.R. Part 200 (Uniform Administrative
Requirements, Cost Principles, and Audit Requirements for Federal Awards). In general,
recipients should consult with their FEMA HQ Preparedness Officer prior to making any
investment that does not clearly meet the allowable expense criteria. Funding guidelines
established within this section support four of the five mission areas—Prevention, Protection,
Mitigation, and Response—and associated core capabilities within the Goal. While Recovery is
part of the Goal, it is not explicitly part of the HSGP. Allowable investments made in support of
the national priorities, as well as other capability-enhancing projects must have a nexus to
terrorism preparedness and fall into the categories of planning, organization, exercises, training,
or equipment, aligned to building capability, closing capability gaps, and/or sustaining
capabilities, as defined by CPG 201: THIRA/SPR Guide—3rd Edition (Comprehensive
Preparedness Guide (CPG) 201, 3rd Edition (fema.gov)). Recipients are encouraged to use grant
funds for evaluating grant-funded project effectiveness and return on investment. FEMA
encourages recipients to provide the results of that analysis to FEMA.

a. Planning

SHSP and UASI funds may be used for a range of emergency preparedness and management
planning activities, such as those associated with the development, review, and revision of the
THIRA, SPR, continuity plans, and other planning activities that support the Goal and placing an
emphasis on updating and maintaining a current Emergency Operations Plan (EOP) that
conforms to the guidelines outlined in Comprehensive Preparedness Guide (CPG) 101 v3.
Planning efforts can also include conducting risk and resilience assessments on increasingly
connected cyber and physical systems, on which security depends, using the_Infrastructure
Resilience Planning Framework and related CISA resources.

Additionally, SHSP and UASI funds may be used for planning efforts related to state court
cybersecurity, 911 call capabilities, alert and warning capabilities, and implementation of the
REAL ID Act (Pub. L. No. 109-13).

b. Organization
Organization costs are allowed under this program only as described in this funding notice and
the Preparedness Grants Manual.

States and high-risk urban areas must justify proposed expenditures of SHSP or UASI funds to
support organization activities within their 1J submission. Organizational activities include:
1. Program management;
2. Development of whole community partnerships, through groups such as Citizen Corp
Councils;
3. Structures and mechanisms for information sharing between the public and private sector;
4. Implementing models, programs, and workforce enhancement initiatives to address
ideologically inspired radicalization to violence in the homeland;
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5. Tools, resources, and activities that facilitate shared situational awareness between the

public and private sectors;

Operational Support;

7. Utilization of standardized resource management concepts such as typing, inventorying,
organizing, and tracking to facilitate the dispatch, deployment, and recovery of resources
before, during, and after an incident;

8. Responding to an increase in the threat level under the NTAS or needs resulting from a
National Special Security Event;

9. Paying salaries and benefits for personnel to serve as qualified Intelligence Analysts. Per
the Personnel Reimbursement for Intelligence Cooperation and Enhancement of
Homeland Security Act (PRICE Act), Pub. L. No. 110-412, § 2, codified in relevant part,
as amended, at 6 U.S.C. § 609(a), SHSP and UASI funds may be used to hire new staff
and/or contractor positions to serve as intelligence analysts to enable
information/intelligence sharing capabilities, as well as support existing intelligence
analysts previously covered by SHSP or UASI funding. See 6 U.S.C. 8 609(a). To be
hired as an intelligence analyst, staff and/or contractor personnel must meet at least one
of the following criteria:

e Complete training to ensure baseline proficiency in intelligence analysis and
production within six months of being hired; and/or,

e Previously served as an intelligence analyst for a minimum of two years either in a
federal intelligence agency, the military, or state and/or local law enforcement
intelligence unit.

10. All fusion center analytical personnel must demonstrate qualifications that meet or
exceed competencies identified in the Common Competencies for state, local, and tribal
intelligence analysts, which outlines the minimum categories of training needed for
intelligence analysts. A certificate of completion of such training must be on file with the
SAA and must be made available to the recipient’s respective FEMA HQ Preparedness
Officer upon request; and

11. Migrating online services to the “.gov” internet domain.

o

All SAAs are allowed to use up to 50% of their SHSP funding, and all high-risk urban areas are
allowed to use up to 50% of their UASI funding, for personnel costs per 6 U.S.C. § 609(b)(2)(A).
Personnel hiring, overtime, and backfill expenses are permitted under this grant only to the
extent that such expenses are for the allowable activities within the scope of the grant. Personnel
expenses may include, but are not limited to training and exercise coordinators, program
managers and planners, intelligence analysts, and SWICs.

At the request of a recipient, the FEMA Administrator (or their designee) may grant a waiver of
this 50% limitation under 6 U.S.C. 8 609(b)(2)(B). Requests for waivers to the personnel cap
must be submitted by the authorized representative of the SAA to FEMA in writing on official
letterhead, with the following information:

1. Documentation explaining why the cap should be waived;

2. Conditions under which the request is being submitted; and

3. A budget and method of calculation of personnel costs both in percentages of the grant

award and in total dollar amount.
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Please see IB 421b, Clarification on the Personnel Reimbursement for Intelligence Cooperation
and Enhancement of Homeland Security Act of 2008 (Public L. No. 110-412 — the PRICE Act),
dated October 30, 2019, for additional information on the waiver request process.

c. Equipment
Equipment costs are allowed under this program only as described in this funding notice and the
Preparedness Grants Manual.

The 21 allowable prevention, protection, mitigation, and response equipment categories for
HSGP are listed on the Authorized Equipment List (AEL). Some equipment items require prior
approval from FEMA before obligation or purchase of the items. Please reference the grant notes
for each equipment item to ensure prior approval is not required or to ensure prior approval is
obtained if necessary. Recipients and subrecipients may purchase equipment not listed on the
AEL, but only if they first seek and obtain prior approval from FEMA.

Unless otherwise stated, all equipment must meet all mandatory regulatory and/or FEMA-
adopted standards to be eligible for purchase using these funds. In addition, recipients will be
responsible for obtaining and maintaining all necessary certifications and licenses for the
requested equipment. Investments in emergency communications systems and equipment must
meet applicable SAFECOM Guidance on Emergency Communications Grants (SAFECOM
Guidance) recommendations. Such investments must be coordinated with the SWIC and the
State Interoperability Governing Body to ensure interoperability and long-term compatibility.
For personal protective equipment (PPE), recipients are encouraged to give procurement
preference to domestic manufacturers of PPE or PPE raw materials to the maximum practicable
and allowed by law.

Grant funds may be used for the procurement of medical countermeasures. Procurement of
medical countermeasures must be conducted in collaboration with state, city, or local health
departments that administer federal funds from the Department of Health and Human Services
for this purpose and with existing Metropolitan Medical Response System committees where
available, to sustain their long-term planning for appropriate, rapid, and local medical
countermeasures, including antibiotics and antidotes for nerve agents, cyanide, and other toxins.
Procurement must have a sound threat-based justification with an aim to reduce the
consequences of mass casualty incidents during the first crucial hours of a response. Prior to
procuring pharmaceuticals, recipients must have in place an inventory management plan to avoid
large periodic variations in supplies due to coinciding purchase and expiration dates. Recipients
are encouraged to enter into rotational procurement agreements with vendors and distributors.
Purchases of pharmaceuticals must include a budget for the disposal of expired drugs within each
fiscal year’s Period of Performance (POP) for HSGP. The cost of disposal cannot be carried over
to another FEMA grant or grant period.

EMS electronic patient care data systems should comply with the most current data standard of
the National Emergency Medical Services Information System.

Recipients are reminded that school hardening is an eligible activity under SHSP and UASI.
School hardening measures include but are not limited to:
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Bullet resistant doors and glass;

Hinge-locking mechanisms;

Immediate notification to emergency 911 systems;

Mechanisms that provide real time actionable intelligence directly to law enforcement

and first responders;

5. Installation of distraction devices or other countermeasures administered by law
enforcement; and

6. Other measures determined to provide significant improvements to schools’ physical

security.

APwnhE

Additionally, SHSP and UASI funds may be used for equipment purchases related to state court
cybersecurity, 911 call capabilities, alert and warning capabilities, and implementation of the
REAL ID Act (Pub. L. No. 109-13).

SUAS and critical emergency supply costs are allowable under this program. See the
Preparedness Grants Manual for more information.

1. General Purpose Equipment

HSGP allows expenditures on general purpose equipment if it aligns to and supports one or more
core capabilities identified in the Goal and has a nexus to terrorism preparedness. General
purpose equipment, like all equipment funded under the HSGP, must be sharable through the
EMAC* and allowable under 6 U.S.C. § 609, and any other applicable provision of the
Homeland Security Act of 2002, as amended. Examples of such general-purpose equipment may
include:

e Law enforcement/general use vehicles (OPSG only);

e Emergency medical services equipment and vehicles;

e Fire service equipment and vehicles, to include hose, pump accessories, and foam
concentrate for specialized chemical/biological/radiological/nuclear/explosive (CBRNE)
response;

e Interoperability of data systems, such as CAD and RMS; and

e Office equipment for staff® engaged in homeland security program activity.

2. Controlled Equipment

For decades, the federal government has provided equipment to state, local, and tribal LEAS
through federal grants. Some federal grant programs have assisted LEAS as they carry out their
critical missions to keep the American people safe. The equipment acquired by LEAs through
these programs includes administrative equipment, such as office furniture and computers. Some
federal grant programs also may include military and military-styled equipment, firearms, and
tactical vehicles provided by the federal government, including property covered under 22 C.F.R.

4 Except for American Samoa and the Commonwealth of the Northern Mariana Islands, which are not required to
belong to EMAC at this time.

® This applies to all homeland security personnel and is not limited to M&A staff, and costs are to be captured
outside the cap on M&A costs.
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Part 121 and 15 C.F.R. Part 774 (collectively, "controlled equipment™).

However, not all equipment that is considered controlled equipment is allowable under the
HSGP. Grant funds under this program may not be used for the purchase of equipment not
approved by DHS/FEMA. For example, the purchase of tracked armored vehicles, camouflage
uniforms, weapons, and weapons accessories, including ammunition, is generally not allowed
with HSGP funds.

DHS/FEMA will continue to collaborate with federal agency partners to ensure that there is a
consistent and reasonable approach to the restrictions placed on certain equipment expenditures
while continuing to support these investments when there is a justifiable need. Further,
DHS/FEMA will continue to maintain an awareness of the evolving policy developments related
to certain equipment expenditures and keep grant recipients up to date on future developments.

Additional information on controlled equipment is pending publication. Please visit FEMA’s
website for current and upcoming guidance.

3. Construction and Renovation

Construction and renovation costs to achieve capability targets related to preventing, preparing
for, protecting against, or responding to acts of terrorism are allowed under this program. For
construction and renovation costs to be allowed, they must be specifically approved by
DHS/FEMA in writing prior to the use of any program funds. Limits on the total amount of grant
funding that may be used for construction or renovation may apply. Additionally, recipients are
required to submit SF-424C and SF-424D.

All proposed construction and renovation activities must undergo an EHP review, including
approval of the review from FEMA, prior to undertaking any action related to the project. Failure
of a grant recipient to meet these requirements may jeopardize Federal funding. Please see the
Preparedness Grants Manual for more information.

d. Training and Exercises

Training and exercise costs are allowed under this program only as described in this funding
notice and the Preparedness Grants Manual. Recipients are encouraged to consider tuition-free
courses offered by FEMA first, before investing in training. For more information and a catalog
of courses please refer to the National Preparedness Course Catalog at the National Training and
Education Division (NTED).

Allowable training-related costs under HSGP include the establishment, support, conduct, and
attendance of training specifically identified under the SHSP and UASI program and/or in
conjunction with emergency preparedness training by other federal agencies (e.g., HHS and
Department of Transportation [DOT]). Training conducted using HSGP funds should address a
performance gap identified through an Integrated Preparedness Plan (IPP) or other assessments
(e.g., National Emergency Communications Plan Goal Assessments) and contribute to building a
capability that will be evaluated through a formal exercise. When developing new courses,
recipients are encouraged to apply the Analysis, Design, Development, Implementation, and
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Evaluation model of instructional design.
4. Law Enforcement Readiness

SHSP or UASI grant funds may be requested and may be approved on a case-by-case basis for
immigration enforcement training in support of the border security mission. Requests for training
will be evaluated on a case-by-case basis and can only be used for certification in the section
287(g) program provided by DHS/ICE. SHSP or UASI subrecipients with agreements under
section 287(g) of the Immigration and Nationality Act (INA) (8 U.S.C. § 1357(g)) to receive
delegated authority for immigration enforcement within their jurisdictions may also be
reimbursed for section 287(qg) related operational activities with approval from FEMA on a case-
by-case basis.

e. Maintenance and Sustainment
Maintenance and sustainment related costs are allowed under this program only as described in
the Preparedness Grants Manual.

f. Travel

Domestic travel costs are allowed under this program, as provided for in this NOFO.
International travel is not an allowable cost under this program unless approved in advance by
DHS/FEMA. See the Allowable Cost Matrix above for more information on allowable travel
activities under SHSP and UASI.

g. Personnel

Personnel hiring, overtime, and backfill expenses are permitted under this grant to perform
allowable HSGP planning, organization, training, exercise, and equipment activities. All
recipients and subrecipients of HSGP funds, including SHSP and UASI allocations, may not use
more than 50% of their awards to pay for personnel activities unless a waiver is approved by
FEMA. For more information on the 50% personnel cap, please see FEMA IB 421b,
Clarification on the Personnel Reimbursement for Intelligence Cooperation and Enhancement of
Homeland Security Act of 2008 (Public Law 110-412) — the PRICE Act.

HSGP funds may not be used to support the hiring of any personnel to fulfill traditional public
health and safety duties nor to supplant traditional public health and safety positions and
responsibilities. The following definitions apply to personnel costs:

e Hiring. State and local entities may use grant funding to cover the salary of newly hired
personnel who are exclusively undertaking allowable FEMA grant activities as specified
in this guidance. This may not include new personnel who are hired to fulfill any non-
FEMA HSGP program activities under any circumstances. Hiring will always result in a
net increase of Full Time Equivalent (FTE) employees.

e Overtime. These expenses are limited to the additional costs that result from personnel
working over and above 40 hours of weekly work time as the direct result of their
performance of FEMA-approved activities specified in this guidance. Overtime
associated with any other activity is not eligible.

e Backfill-Related Overtime. Also called “Overtime as Backfill,” these expenses are
limited to overtime costs that result from personnel who are working overtime (as
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identified above) to perform the duties of other personnel who are temporarily assigned
to FEMA-approved activities outside their core responsibilities. Neither overtime nor
backfill expenses are the result of an increase of FTE employees.

e Supplanting. Grant funds will be used to supplement existing funds and will not replace
(supplant) funds that have been appropriated for the same purpose. Applicants or
recipients may be required to supply documentation certifying that a reduction in non-
federal resources occurred for reasons other than the receipt or expected receipt of federal
funds.

1. Operational Overtime Costs

In support of efforts to enhance capabilities for detecting, deterring, disrupting, and preventing acts
of terrorism and other catastrophic events, operational overtime costs are allowable for increased
protective security measures at critical infrastructure sites or other high-risk locations and to
enhance public safety during mass gatherings and high-profile events. In that regard, HSGP
recipients are urged to consider using grant funding to support soft target preparedness activities.
SHSP or UASI funds may be used to support select operational expenses associated with increased
security measures in the authorized categories cited in the table below, but this table is not
exhaustive. FEMA retains the discretion to approve other types of requests that do not fit within
one of the categories of the table.

Authorized Operational Overtime Categories

Category | Description

Security measures in response to an increase in the threat level
under the NTAS to an “elevated” or “imminent” alert status.
FEMA Information Bulletin No. 367, Impact of National
Terrorism Advisory System on Homeland Security Grant
Programs, remains applicable; therefore, advance authorization
from FEMA is not required. Refer to National Terrorism
Advisory System | Homeland Security (dhs.gov) for additional
information on the NTAS.

National Security Security measures for a designated NSSE. NSSEs are events of
2 | Special Event national or international significance deemed by DHS to be a
(NSSE) potential target for terrorism or other criminal activity.

Security measures required for SEAR Level 1 through Level 4
events as designated by DHS and included in the DHS National

National Terrorism
1 | Advisory System
(NTAS)

Special Event Special Events List, as defined below:
Assessment Rating e SEAR 1: Assignificant event with national and/or
3 | (SEAR) Level 1 international importance that may require extensive
through Level 4 federal interagency support.
Events o SEAR 2: A significant event with national and/or

international importance that may require some level of
federal interagency support.
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Category | Description

e SEAR 3: An event of national and/or international
importance that requires only limited federal support.
e SEAR 4: An event with limited national importance that
is managed at state and local level.
NOTE: In cases where a threat of terrorism can be associated
with a SEAR Level 5 event, the event planners should
coordinate with their state or territory Homeland Security
Advisor to seek re-adjudication of the SEAR rating. Operational
overtime for security measures associated with such events will
be considered for approval by FEMA if re-adjudication results in
a SEAR 1 through 4 rating.

States of Emergency

Declarations of states of emergency by the Governor associated
with a terrorism-related threat or incident. This excludes
Presidentially declared major disasters or emergencies where
federal funding support for the proposed grant-funded activity is
made available through the FEMA Public Assistance program or
other federal disaster grants.

National Critical
Infrastructure
Prioritization
Program (NCIPP)

Protection of Level 1 and Level 2 facilities identified through
DHS’s NCIPP based on a terrorism-related threat to critical
infrastructure.

Directed Transit
Patrols

Targeted security patrols in airports and major transit hubs based
on a terrorism-related threat to transportation systems.

Other Related
Personnel Overtime
Costs

Overtime costs may be authorized for personnel assigned to
directly support any of the security activities relating to the
categories above. Examples include firefighters and emergency
medical services personnel; public works employees who may
be responsible for installing protective barriers and fencing;
public safety personnel assigned to assist with event access and
crowd control; emergency communications specialists; backfill
and overtime for staffing state or major urban area fusion
centers; state Active Duty National Guard deployments to
protect critical infrastructure sites, including all resources that
are part of the standard National Guard deployment package
(note: consumable costs, such as fuel expenses, are not allowed
except as part of the standard National Guard deployment
package); contract security services for critical infrastructure
sites; participation in Regional Resiliency Assessment Program
activities, increased border security activities in coordination
with USBP, etc.

Operational Support
to a Federal Agency

Overtime costs are allowable for personnel to participate in
information, investigative, and intelligence sharing activities
related to homeland security/terrorism preparedness and
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Category | Description

specifically requested by a federal agency. Allowable costs are
limited to overtime associated with federally requested
participation in eligible activities, including anti-terrorism task
forces, Joint Terrorism Task Forces (JTTFs), Area Maritime
Security Committees (as required by the Maritime
Transportation Security Act of 2002), DHS Border Enforcement
Security Task Forces, and Integrated Border Enforcement
Teams. In addition, reimbursement for operational overtime law
enforcement activities related to combating transnational crime
organizations in support of efforts to enhance capabilities for
detecting, deterring, disrupting, and preventing acts of terrorism
is an allowable expense under SHSP and UASI on a case-by-
case basis. Grant funding can only be used in proportion to the
federal man-hour estimate and only after funding for these
activities from other federal sources (i.e., FBI JTTF payments to
state and local agencies) has been exhausted.

Response to
Catastrophic
Incidents that are
Acts of Terrorism

Operational overtime is allowable for responding to acts of
terrorism. This includes overtime accrued during the immediate
response to events, such as mass casualty acts of targeted
violence or other activities where the act (i) is dangerous to
human life or potentially destructive of critical infrastructure or
key resources; and (ii) is a violation of the criminal laws of the
United States or of any State or other subdivision of the United
States, and the act appears to be intended to coerce civilian
populations, influence the policy of a government by
intimidation or coercion, or affect the conduct of a government
by mass destructions, assassination, or kidnapping.

All allowable operational overtime costs are also subject to the administration requirements
outlined in the following subsection.

2. Administration of Operational Overtime Requests

e Except for an elevated NTAS alert, SHSP or UASI funds may only be spent for
operational overtime costs upon prior written approval by FEMA. The SAA must submit
operational overtime requests in writing to its assigned FEMA HQ Preparedness Officer.
FEMA will consider requests for special event activities up to one year in advance.
However such requests must be within the award’s current POP and must not result in the
need for a request to extend the period of performance. SAAs should contact FEMA
Grants News by e-mail at fema-grants-news@fema.dhs.gov or by phone at (800) 368-
6498, Monday through Friday, 9:00 AM —5:00 PM ET, for clarification.

e All operational overtime requests must clearly explain how the request meets the criteria
of one or more of the categories listed in the table above. Requests must address the
threat environment as it relates to the event or activity requiring operational overtime
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support and explain how the overtime activity is responsive to the threat. Request letters
sent to FEMA must be UNCLASSIFIED but may be labeled “For Official Use Only.” If
explaining the threat will require the sharing of classified information, the letter should
state that fact. FEMA will then plan for the sharing of classified information through
official channels;

e Post-event operational overtime requests will only be considered on a case-by-case basis,
where it is demonstrated that exigent circumstances prevented submission of a request in
advance of the event or activity;

e Under no circumstances may FEMA grant funding be used to pay for costs already
supported by funding from another federal source;

o States with UASI jurisdictions can use funds retained at the state level to reimburse
eligible operational overtime expenses incurred by the state (per the above guidance
limitations). Any UASI funds retained by the state must be used in direct support of the
high-risk urban area. States must provide documentation to the UAWG and FEMA upon
request demonstrating how any UASI funds retained by a state would directly support the
high-risk urban area; and

e FEMA will consult and coordinate with appropriate DHS components as necessary to
verify information used to support operational overtime requests.

h. Secure Identification

Secure identification costs are allowed under this program. SHSP funds may be used to support
the implementation activities associated with the Western Hemisphere Travel Initiative (WHT]I),
including the issuance of WHTI-compliant tribal identification cards.

i.  Multiple Purpose or Dual-Use of Funds
Please see the Preparedness Grants Manual for information on multiple purpose of dual-use of
funds under SHSP and UASI.

C. OPSG Other Direct Costs

Recipients must comply with all the requirements in 2 C.F.R. Part 200 (Uniform Administrative
Requirements, Cost Principles, and Audit Requirements for Federal Awards). In general,
recipients should consult with their FEMA HQ Preparedness Officer prior to making any
investment that does not clearly meet the allowable expense criteria. Funding guidelines
established within this section support four of the five mission areas—Prevention, Protection,
Mitigation, and Response—and associated core capabilities within the Goal. While Recovery is
part of the Goal, it is not explicitly part of the HSGP. Allowable investments made in support of
the national priorities, as well as other capability-enhancing projects must have a nexus to
terrorism preparedness and fall into the categories of planning, organization, exercises, training,
or equipment, aligned to building capability, closing capability gaps, and/or sustaining
capabilities, as defined by CPG 201: THIRA/SPR Guide—3rd Edition (Comprehensive
Preparedness Guide (CPG) 201, 3rd Edition (fema.gov)). Recipients are encouraged to use grant
funds for evaluating grant-funded project effectiveness and return on investment. FEMA
encourages recipients to provide the results of that analysis to FEMA.

a. Planning
Planning costs are allowed under this program only as described in this funding notice. See the
Allowable Cost Matrix above for more information on allowable planning activities for OPSG.
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b. Organization

Organization costs are allowed under this program only as described in this funding notice and
the Preparedness Grants Manual. See the Allowable Cost Matrix above for more information on
allowable organizational activities for OPSG.

c. Equipment
Equipment costs are allowed under this program only as described in this funding notice and the
Preparedness Grants Manual.

OPSG equipment is intended to be incidental to the enhanced border security operations being
performed. The grant is not intended to be used to outfit or supply general equipment to SLTT
law enforcement agencies. Equipment must be relatable to and justified by the operational
benefit it will provide. Each appropriate OPSG sector coordinator is required to keep an
inventory of OPSG purchased equipment that includes at a minimum: 1) grant funding year; 2)
purchase amount; 3) purchase date; 4) purchase quantity; 5) equipment ID; 6) source of funding
for the property, including the Federal Award lIdentification Number; 7) who holds title to the
property; 8) federal share percent of the property; 9) location of the property; 10) use and
condition of the property; 11) disposal date; and 12) brief disposal justification information and
sale price if sold. Each Operations Order/FRAGO will require that each friendly force submit the
equipment inventory for each Operations Order/FRAGO submission.

1. Equipment Marking. Because equipment purchased with OPSG funding is intended to
be used to support OPSG activities, it may be appropriately marked to ensure its ready
identification and primary use for that purpose. When practicable, any equipment
purchased with OPSG funding should be prominently marked as follows: "*Purchased
with DHS funds for Operation Stonegarden Use."

2. Fuel Cost and Mileage Reimbursement. There is no cap for reimbursement of fuel or
mileage costs in support of operational activities. Subrecipients and friendly forces may not
claim reimbursements for both mileage and fuel/maintenance for the same equipment at the
same time.

3. Vehicle and Equipment Acquisition, Including Leasing and Rentals. Allowable
purchases under OPSG include patrol vehicles and other mission-specific equipment whose
primary purpose is to increase operational capabilities on or near a border nexus in support
of approved border security operations. A detailed justification must be submitted to the
respective FEMA HQ Preparedness Officer prior to purchase.

4. Medical Emergency Countermeasures. Allowable purchases under OPSG include
narcotic antagonist pharmaceuticals, detection and identification equipment, safe storage
and transportation, personnel protective equipment, and initial equipment training, as
reflected in the AEL.

1. Requirements for SUAS

SUAS are allowable under the HSGP. See the Preparedness Grants Manual for more information.

2. General Purpose Equipment
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HSGP allows expenditures on general purpose equipment if it aligns to and supports one or more
core capabilities identified in the Goal and has a nexus to terrorism preparedness. General
purpose equipment, like all equipment funded under the HSGP, must be sharable through the
EMACS® and allowable under 6 U.S.C. § 609, and any other applicable provision of the
Homeland Security Act of 2002, as amended. Examples of such general-purpose equipment may
include:

e Law enforcement/general use vehicles (OPSG only);

e Emergency medical services equipment and vehicles;

e Fire service equipment and vehicles, to include hose, pump accessories, and foam
concentrate for specialized chemical/biological/radiological/nuclear/explosive (CBRNE)
response;

e Interoperability of data systems, such as CAD and RMS; and

e Office equipment for staff’ engaged in homeland security program activity.

3. Controlled Equipment

For decades, the federal government has provided equipment to state, local, and tribal LEAS
through federal grants. Some federal grant programs have assisted LEAS as they carry out their
critical missions to keep the American people safe. The equipment acquired by LEASs through
these programs includes administrative equipment, such as office furniture and computers. Some
federal grant programs also may include military and military-styled equipment, firearms, and
tactical vehicles provided by the federal government, including property covered under 22 C.F.R.
Part 121 and 15 C.F.R. Part 774 (collectively, "controlled equipment™).

However, not all equipment that is considered controlled equipment is allowable under the
HSGP. Grant funds under this program may not be used for the purchase of equipment not
approved by DHS/FEMA. For example, the purchase of tracked armored vehicles, camouflage
uniforms, weapons, and weapons accessories, including ammunition, is generally not allowed
with HSGP funds.

DHS/FEMA will continue to collaborate with federal agency partners to ensure that there is a
consistent and reasonable approach to the restrictions placed on certain equipment expenditures
while continuing to support these investments when there is a justifiable need. Further,
DHS/FEMA will continue to maintain an awareness of the evolving policy developments related
to certain equipment expenditures and keep grant recipients up to date on future developments.

Additional information on controlled equipment is pending publication. Please visit FEMA’s
website for current and upcoming guidance.

4. Construction and Renovation

5 Except for American Samoa and the Commonwealth of the Northern Mariana Islands, which are not required to
belong to EMAC at this time.

" This applies to all homeland security personnel and is not limited to M&A staff, and costs are to be captured
outside the cap on M&A costs.
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OPSG funds may not be used for any construction.

d. Training and Exercises

Training and exercise costs are allowed under this program only as described in this funding
notice and the Preparedness Grants Manual (e.qg., related to EHP compliance). Recipients are
encouraged to consider tuition-free courses offered by FEMA first, before investing in training.
For more information and a catalog of courses please refer to the National Preparedness Course
Catalog at NTED.

1. Law Enforcement Readiness

OPSG grant funds may be used to increase operational, material, and technological readiness of
SLTT law enforcement agencies. The Delegation of Immigration Authority, Section 287(g) of
the Immigration and Nationality Act (INA) program allows a state or local law enforcement
entity to enter into a partnership with ICE, under a joint Memorandum of Agreement (MOA), to
receive delegated authority for immigration enforcement within their jurisdictions.

OPSG grant funds may be requested and may be approved on a case-by-case basis for
immigration enforcement training in support of the border security mission. Requests for training
will be evaluated on a case-by-case basis and can only be used for certification in the section
287(g) program provided by DHS/ICE. OPSG subrecipients with agreements under section
287(g) of the INA (8 U.S.C. 8 1357(g)) to receive delegated authority for immigration
enforcement within their jurisdictions may also be reimbursed for section 287(g) related
operational activities with approval from FEMA on a case-by-case basis. For OPSG,
subrecipients must be authorized by USBP Headquarters and Sectors, and operational activities
must be coordinated through a USBP Sector.

e. Maintenance and Sustainment
Maintenance and sustainment related costs are allowed under this program only as described in
the Preparedness Grants Manual.

f. Travel

Domestic travel costs are allowed under this program, as provided for in this NOFO and in the
Preparedness Grants Manual. International travel is not an allowable cost under this program
unless approved in advance by DHS/FEMA. See the Allowable Cost Matrix in Appendix B for
more information on allowable travel activities under OPSG.

g. Personnel

Personnel hiring, overtime, and backfill expenses are permitted under this grant to perform
allowable HSGP planning, organization, training, exercise, and equipment activities. Under
OPSG, overtime costs are allowable only in so far as they meet the intent of the program. All
recipients and subrecipients of HSGP funds, including OPSG allocations, may not use more than
50% of their awards to pay for personnel activities unless a waiver is approved by FEMA. For
more information on the 50% personnel cap, please see FEMA IB 421b, Clarification on the
Personnel Reimbursement for Intelligence Cooperation and Enhancement of Homeland Security
Act of 2008 (Public Law 110-412 — the PRICE Act).

74|Page


https://www.fema.gov/grants/preparedness/manual
https://www.firstrespondertraining.gov/frts/npcc
https://www.firstrespondertraining.gov/frts/npcc
https://www.fema.gov/media-library/assets/documents/178291
https://www.fema.gov/media-library/assets/documents/178291
https://www.fema.gov/sites/default/files/2020-04/Price_Wavier_Act_Clarification_IB_421B_GPD_Approved.pdf

75

Further, changes in scope or objective also require FEMA’s prior written approval pursuant to 2
C.F.R. 8 200.308(c)(1). If the cost changes are allowable under the grant, a FRAGO must be
submitted to Homeland Security Information Network (HSIN) to obtain FEMA’s prior written
approval of such changes in accordance with 2 C.F.R. 8 200.308(c)(1). These modifications will
be annotated in the annex section of the FRAGO.

OPSG funds may be used for domestic travel and per diem, including costs associated with the
deployment/redeployment of personnel to border areas and for travel associated with law
enforcement entities assisting other local jurisdictions in law enforcement activities. In addition,
allowable costs include supporting up to six-month deployment of law enforcement personnel to
critical Southwest Border locations for operational activities (travel costs must be in accordance
with applicable travel regulations).

OPSG funds may be used to pay additional current part-time law enforcement personnel salaries
to bring them to temporary full-time status. OPSG funds may support a Governor’s request to
activate, deploy, or redeploy specialized National Guard Units/Package and/or elements of state
law enforcement serving as friendly forces to increase or augment specialized/technical law
enforcement elements’ operational activities. Costs associated with backfill for personnel
supporting operational activities are allowable.

As with all OPSG personnel costs, OPSG grant funds will be used to supplement existing funds
and will not replace (supplant) funds that have been appropriated for the same purpose.
Applicants or recipients may be required to supply documentation certifying that a reduction in
non-federal resources occurred for reasons other than the receipt or expected receipt of federal
funds.

1. Operational Overtime Costs

OPSG funds should be used for operational overtime costs associated with law enforcement
activities in support of border law enforcement agencies for enhanced border security. Overtime
pay is for increased patrol time for certified public safety officers, along with limited support for
other law enforcement direct support personnel (e.g., Communication Officers/Dispatchers, non-
sworn patrol pilots, etc.). Overtime shall be reimbursed consistent with the non-federal entity’s
overtime policy and the requirements as stated below:

e Overtime is time worked that exceeds the required number of hours during an employee’s
designated shift;

e Overtime must be worked to increase patrol capacity and be in support of identified and
approved USBP border security operations;

e The OPSG overtime hourly rate of pay will be no more than the approved overtime rate
per local law and policy and must be in accordance with applicable state and federal
regulations;

e All overtime expenses under OPSG must be reasonable for the services rendered and
conform to the non-federal entity’s established written policy, which must apply to both
federally funded and non-federally funded activities and comply with the other applicable
requirements under 2 C.F.R. 88 200.430-200.431; and
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e The non-federal entity may not utilize OPSG funding to pay for an employee’s overtime
hours or pay that exceeds 16-hours worked in any 24-hour period.

2. Intelligence Support

Per 6 U.S.C. § 609(a), OPSG funds may, as applicable and operationally beneficial, be used to
pay salaries and benefits or overtime for personnel to serve as qualified Intelligence Analysts to
enable and enhance information/intelligence sharing capabilities, as well as support existing
intelligence analysts previously covered by OPSG funding. Qualified OPSG-funded intelligence
analysts can be assigned to an applicable law enforcement facility/intelligence function as long
as information/intelligence sharing is maintained. To serve as an OPSG-funded intelligence
analyst, personnel must meet at least one of the following criteria:
e Complete training to ensure baseline proficiency in intelligence analysis and production
within six months of being hired; and/or,
e Previously served as an intelligence analyst for a minimum of two years either in a
federal intelligence agency, the military, or state and/or local law enforcement
intelligence unit.

OPSG-funded intelligence analysts must demonstrate qualifications that meet or exceed
competencies identified in the Common Competencies for state, local, and tribal intelligence
analysts, which outlines the minimum categories of training needed for intelligence analysts. A
certificate of completion of such training must be on file with the SAA and must be made
available to the recipient’s respective FEMA HQ Preparedness Officer upon request.

h. Regional Border Projects
Recipients are encouraged to prioritize the acquisition and development of regional projects on
the borders to maximize interoperability and coordination capabilities among federal agencies
and with state, local, and tribal law enforcement partners. Such regional projects include:
1. Communications equipment;
2. Radio systems and repeaters;
3. Integration with regional intelligence and information sharing effort (i.e., fusion centers):
e Intelligence analysts.
4. Situational Awareness equipment:
e License Plate Reader Networks;
Visual detection and surveillance systems;
Sensor Systems;
Radar Systems (for air and/or marine incursions); and
Aircraft systems (manned or unmanned).

i. Transportation Costs and Costs Related to the Provision of Acute Medical Care

Vehicle, fuel, mileage, operational overtime, and other types of costs otherwise allowable under
an OPSG award’s HSGP NOFO are allowable where the costs are in support of the necessary
transportation of individuals interdicted while carrying out allowable OPSG-funded activities or
operations from the point of interdiction to an applicable law enforcement facility.

When transporting individuals interdicted in the course of carrying out allowable OPSG-funded
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activities or operations from the point of interdiction, non-Federal entities may charge vehicle,
fuel, mileage, operational overtime, and other types of costs otherwise allowable under an OPSG
award’s HSGP NOFO associated with necessary transportation to provide acute medical care for
individuals being transported from the point of interdiction. In such cases, non-Federal entities
may also charge operational overtime for personnel that monitor a detained individual receiving
acute medical care where the individual remains in the custody of the non-Federal law
enforcement agency. Costs incurred beyond the acute phase of medical care (e.g., upon
admission to the hospital, or after transfer from an acute care facility to the hospital) and costs
incurred once the custodial responsibility of the individual is transferred to CBP are not
allowable under OPSG.

Costs described above are allowable regardless of what entity or agency initially makes the
interdiction. Personnel costs incurred by non-Federal law enforcement agencies eligible under
OPSG (including deputies, corrections officers, or detention officers) for costs described above
are allowable.

J. Temporary or Term Appointments
Temporary or term appointments are allowable under an OPSG award, so long as they comply
with the following:

1. Subrecipients may utilize temporary or term appointments to augment the law
enforcement presence on the borders. However, applying funds toward hiring full-time or
permanent sworn public safety officers is unallowable;

2. OPSG-funded temporary or term appointments may not exceed the approved period of
performance:

e For OPSG purposes, temporary appointments are non-status appointments for less
than one year; and

e For OPSG purposes, term appointments are non-status appointments for one year,
extendable for one year as necessary.

3. OPSG funding for temporary or term appointments may pay for salary only. Benefits are
not allowable expenses for term or temporary employees;

4. OPSG remains a non-hiring program. Appropriate uses of temporary or term
appointments include:

e To carry out specific enforcement operations work for ongoing OPSG-funded patrols
throughout the Sector Area of Operation;

e To staff operations of limited duration, such as OPSG-enhanced enforcement patrols
targeting specific locations or criminal activity; and

e To fill OPSG positions in activities undergoing transition or personnel shortages and
local backfill policies (medical/military deployments).

5. OPSG term and temporary appointments must have all necessary certifications and
training to enforce state and local laws. OPSG funds will not be used to train or certify
term or temporary appointments except as otherwise stated in this NOFO and the
Preparedness Grants Manual; and

6. FEMA provides no guarantee of funding for temporary or term appointments. In addition
to the terms of this NOFO, subrecipients must follow their own applicable policies and
procedures regarding temporary or term appointments.
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Introduction:

The Massachusetts Office of Grants and Research (OGR) promotes public safety and security through
the management of grants funds and research programs focused on crime prevention and intervention,
traffic safety, law enforcement and homeland security initiatives. OGR is not only the state administering
agency for federal funds received from the Department of Homeland Security (DHS) Federal Emergency
Management Agency (FEMA), Department of Justice (DOJ) and the National Highway Traffic Safety
Administration (NHTSA) also administers safety and security grants authorized by Massachusetts
Legislature. OGR manages more than $279 million in state and federal grants that are distributed to state,
municipal, education, nonprofit and tribal agencies across the Commonwealth.

FUNDING AVAILABILITY:

OGR is pleased to announce that it will now be accepting plans from the Homeland Security
Planning Regions for the Federal Fiscal Year 2025 (FFY 2025) State Homeland Security Program
(SHSP) Local Share and Metro-Boston Urban Area Security Initiative (UASI) of funding.

OGR has received the Notice of Funding Opportunity (NOFQ) for the FFY 2025 HSGP from the DHS
and FEMA. All proposed funding allocations are contingent upon the anticipated receipt of federal
funds, and the Commonwealth’s ability to adhere to the conditions.

Please be advised, the OGR hasn'’t received any technical assistance or guidance from FEMA
about any of the new requirements and changes made to the FFY 2025 SHGP NOFO. We
understand that our regional councils might not be prepared to adequately respond to all that
is being asked. As in previous years, if a council is uncertain as to the type of activities that it
will implement to satisfy a minimum percentage requirement, please set the funds aside in your
plan as a placeholder and decisions will be made at a later date. Also be advised that funding
will be contingent upon receipt of an award from FEMA. This opportunity doesn’t guarantee a
FFY 2025 HSGP award.

FFY25 Award Allocations
Northeast $1,231,990.19
Southeast $1,031,643.26
Central $834,983.71
West $998,456.96
Metro-Boston (UASI) $13,471,070.40

The Metro-Boston Homeland Security Region will only be eligible to receive the UASI funds set aside for
Local Share.


https://www.dhs.gov/publication/dhs-standard-terms-and-conditions
https://www.dhs.gov/civil-rights-resources-recipients-dhs-financial-assistance

Funding for this NOFO will come from the FFY2025 HSGP award to OGR. The anticipated OGR contract
duration will be the date the Executive Director signs the contract through June 30, 2028. The Catalog
of Federal Domestic Assistance (CFDA) Number is 97.067, CFDA Title Homeland Security Grant
Program (HSGP) which includes State Homeland Security Grant Program (SHSP) and Urban Area
Security Initiative (UASI).

Homeland Security Planning Regions will only be eligible to receive the SHSP funds set aside for Local Share.

Overview and Purpose:

The Homeland Security Grant includes a suite of risk-based grants to assist state, local, tribal and
territorial efforts in preventing, protecting against, mitigating, responding to and recovering from acts
of terrorism and other threats. This grant provides grantees with the resources required for
implementation of the National Preparedness System and working toward the National Preparedness
Goal of a secure and resilient nation. HSGP supports the development and sustainment of core
capabilities essential to achieving the National Preparedness Goal (NPG): “A secure and resilient
Nation.”

SHSP supports the implementation of risk-driven, capabilities-based State Homeland Security
Strategies to address capability targets.

UASI focuses on high-risk Urban Area efforts to address their unique security needs.

Key Dates

Approved Project List and Budget Signed by August 8,2025 4pm
Council Chair Due

OGR Contract Performance Period Start Date - June 30, 2028

FFY 2025 HSGP Key Changes and Priorities:

For FFY2025, applicants are required to include supporting border crisis response and enforcement
as part of the national priority areas with a 10% minimum spending requirement. This year’s funding
opportunity also requires Compliance with Federal Immigration Laws.

The UASI program will provide funding to high-risk urban areas. Eligibility has been determined
through an analysis of relative risk of terrorism faced by the 100 most populous Metropolitan
Statistical Areas (MSA) in the United States, as outlined in the Homeland Security Act of 2002, as
amended. Detailed information on MSAs is available from the U.S. Census Bureau at Metropolitan and
Micropolitan (census.gov). It is important to note that results from THIRA/SPR do not impact
grant allocations or awards.

National Priorities:
Given the evolving threat landscape, DHS/FEMA continuously evaluates the national risk profile
and sets priorities to help ensure appropriate allocation of scarce security dollars. In assessing
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the national risk profile for FFY2025, five priority areas attract the most concern. Due to the
unique threats that the nation faces in 2025, DHS FEMA has determined that there are five
national priorities which require that SHSP and UASI recipients allocate at least 30% of their
funds between the five NPAs. The Homeland Security Planning Regions will be required to
propose projects that align with the five priority areas and minimum spending
requirement:

1) Enhancing the protection of soft targets/crowded places (no minimum spend)

2) Supporting Homeland Security Task Forces and Fusion Centers (no minimum spend)
Each SHSP/UASI applicant must designate one project in support of the State designated fusion center
under the "Supporting Home

3) Enhancing cybersecurity (no minimum spend)

4) Enhancing election security (3% of allocation)
To address these priorities, each state must make at least one (1) investment that supports physical
and/or cyber election security. Proposed investments must meet or exceed the FY 2025 national
priority percentage for election security (minimum 3%) and will be evaluated by DHS/FEMA for
effectiveness and alignment with program goals. To further strengthen election integrity, jurisdictions
must:

e Prioritize compliance with the Voluntary Voting System Guidelines (VVSG) 2.0 established by the U.S.
Election Assistance Commission.

» Complete testing through a Voting System Test Laboratory (VSTL) accredited by the Commission.

« Utilize the U.S. Citizenship and Immigration Services’ Systematic Alien Verification Entitlements (SAVE)
system to verify that anyone working at a polling place in any capacity is a U.S. citizen.

* Demonstrate proof of compliance before accessing the full HSGP award—3% of the award will be withheld
from drawdown until compliance is confirmed.

« Additional resources and information regarding election security are available through the Cybersecurity
and Infrastructure Security Agency.

5) Supporting Border Crisis Response and Enforcement (at least 10% of allocation)
State and local law enforcement agencies are essential partners in safeguarding national security
and public safety. Pursuant to Executive Order 14159, Protecting the American People Against
Invasion, it is the policy of the United States to enforce immigration laws against all inadmissible
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and removable aliens—particularly those who threaten the safety or security of the American
people. This includes the efficient execution of these laws through lawful incentives and enhanced
detention capabilities.

This NPA supports efforts that align with this policy and promote cooperation between local and
federal partners. Projects may include, but are not limited to:

 Participation in the DHS/ICE 287(g) program, allowing trained local officers to support ICE with
immigration enforcement;

* Cooperation with ICE detainers and other jurisdictional responsibilities related to immigration
enforcement; and

 Supportive activities such as officer training, technology and information sharing, operational
support, and community engagement.

At least one (1) investment must support efforts under this NPA. Applicants must allocate at least 10% of
total SHSP and UASI funds to this area. All investments will be reviewed by DHS/FEMA to ensure they are
effective, lawful, and aligned with program goals. The SAA must coordinate with ICE on all projects and
related matters. Additional guidance and information on the 287(g) program are available through the ICE
287(g) program website.

The remaining 17% can be flexibly allocated across the remaining NPAs. Pass-through percentages are
calculated based on the total HSGP award, before M&A deductions. Additional resources and information
regarding election security are available through the Cybersecurity and Infrastructure Security Agency.

This opportunity also requires a 35% minimum spend requirement for Law Enforcement
Terrorism Prevention Activities (LETPA). Law Enforcement Terrorism Prevention Activities
implemented under SHSP and UASI must support terrorism preparedness by building or sustaining
capabilities that relate to the prevention of terrorism. Law Enforcement Terrorism Prevention
Activities detect, investigate, prosecute, dismantle, prevent, and respond to domestic and
international terrorist activities in a unified and coordinated manner.

State Priorities

Massachusetts has identified homeland security priorities based on our risk profile and lessons
learned from incidents and disasters. The Commonwealth’s homeland security goals and objectives
directly support significant national security concerns. The Commonwealth of Massachusetts’s
homeland security priorities include the 10 following areas:

1) Strengthen the Commonwealth’s ability to receive, analyze, and share actionable
intelligence and information on threats and hazards.

2) Enhance the Commonwealth’s capabilities to combat terrorism and violent extremism.

3) Protectthe Commonwealth’s most critical infrastructure and key resources.

4) Improve the Commonwealth’s ability to prevent and respond to cyberattacks.

5) Protect the Commonwealth’s schools, institutions of higher learning, large venues, houses of
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worship, and public spaces from hostile threats.

6) Enhance the Commonwealth’s emergency management capabilities to respond to and
recover from severe weather events.

7) Improve emergency preparedness for pandemics, biological weapons, and mass casualty
incidents (MCIs), including Active Shooter and Hostile Event Response (ASHER).

8) Improve the Commonwealth’s chemical, biological, radiological, nuclear and explosives
(CBRNE) preparedness.

9) Expand individual, community, and private sector disaster preparedness.

10) Improve interoperable communications and information sharing capabilities.

Active Shooter/Hostile Event Response (ASHER) activities that are NFPA 3000 standard
compliant. Regions will consider the adequacy of training equipment, including funding for
mobile training caches. ASHER activities will ensure state, local, and other public safety partner
operational coordination, operational communications, and multi-agency participation. ASHER
projects should seek to improve or evaluate the relevant target capabilities and the associated
critical tasks in accordance with NFPA 3000 and as identified

in the U.S. Department of Justice’s Critical Incident Review: Active Shooter at Robb Elementary
School Observations and Recommendations on pages 402-408.

OGR, serving as the SAA, will be required to review and determine if the costs submitted by
each Council are reasonable and cost effective, align with the statewide strategic plan, and
ensure that funds are going to the most pressing needs of the Commonwealth. If OGR needs
more information to support your Plan prior to submitting it to FEMA for final approval or
for your organization to revise your Plan to repurpose funding, your OGR point of
contact will contact you accordingly.

Final award amounts will be based on OGR and/or FEMA’s evaluation of the effectiveness of proposed
investments and projects.

DEADLINE and SUBMISSION PROCESS:

A comprehensive Project List and Budget signed by the Council Chair must be approved by a council
and submitted to OGR by August 8, 2025, no later than 4pm. Please remember funding for a region’s
plan is contingent upon receipt of HSGP funds by OGR.

Once you have submitted your information to the regional program coordinator you should receive a
confirmation receipt.

Regions must not commence work on a project until all necessary approval steps are completed
including but not limited to having a signed contract in place, and Statewide Interoperability
Executive Committee, Fire Chief’s Association of Massachusetts, and Environmental and Historical
Preservation reviews.

PLAN DEVELOPMENT:
Each regional plan must include the elements below, following the overall format of last year’s plan:
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* Executive summary

*  Council membership list

*  Council sub-committee membership lists

* Table of completed projects from the previous three (3) federal fiscal years (FFY 2022
-2024)

* Table of anticipated and pending projects utilizing FFY 2023 - 2024 funding, including for
each project a summary of progress, total budget encumbered, remaining unspent balance,
identification of possible shortfalls or surplus, and timeline for completion.

* Budgettable for “A” projects (show minimum of 35% Law Enforcement Terrorism
Prevention Activities project spending in separate table);

* Budget table for “B” projects;

* Prioritized “A” project descriptions; briefly explain (with some detail) project scope and
need, providing enough detail and timeframe information to indicate it is not a ‘placeholder’
project; and

* Prioritized “B” project descriptions.

Executive Summary:

This section should be a 2-3-page overview of the region’s history and recent major accomplishments
as well as the council’s proposed homeland security priorities for the FFY 2025 grant period. This
section must describe how its gaps and needs were identified, with robust and varied input from
stakeholders using the DHS/FEMA-defined Whole Community approach. It must explain how the
region’s proposed projects will address these gaps and needs. This section must confirm that these
proposed projects align with applicable frameworks, such as the Massachusetts SHSS, THIRA/SPR,
and FFY 2025 HSGP priorities. Summarize major stakeholder outreach efforts and cite dates of the
council’s plan development meetings.

Prioritized Projects:

The projects should be grouped into two sections, “A” projects, which are the region’s top priorities,
and “B” projects, which are described below. The “A” project list must represent 100% of the region’s
anticipated award amount. Projects on the “A” and “B” lists should be prioritized using a 1 to 10 scale,
or another simple ranking method.

The projects on the “A” list must:

» Support National and State Priorities, State Homeland Security Strategy Goals (page 7),
address a THIRA/SPR capability target and a capability gap.

* Have a clear homeland security nexus and support anti-terrorism activities.

* Support the overcoming of existing logical, technological, legal, policy, and other
impediments to collaborating, networking, sharing information, cooperating, and fostering a
culture of national preparedness with federal, state, tribal, and local governments, as well as
other regional and nonprofit partners in an effort to prevent, prepare for, protect against,
and respond to acts of terrorism; to meet its target capabilities; support the national
security mission of DHS and other federal agencies; and to otherwise reduce the overall risk
to the high-risk urban area, the State, or the Nation.

* Protectcitizens, residents, visitors, and assets against the greatest threats and hazards,
relating to acts of terrorism.

* Respond quickly to save lives, protect property and the environment, and meet basic human
needs in the aftermath of an act of terrorism or other catastrophic incidents.
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The projects on the “B” list should represent:
* Projects that did not reach high enough priority to include on the “A” list.
* Projects that could be accomplished quickly, in the event that there are funds left over from a
completed or changed “A” list project.
*  Projects that might be included in the region’s FFY 2026 plan.
* Projects associated with an existing regional capability built with prior year grant funding
that will not be sustained with FFY 2025 funding but might require support in the future.

If, during the FFY 2025 grant cycle, funds become available from cancelled “A” List projects or are
unspent on completed projects, absent exigent or significant unforeseen circumstances or other
compelling justification, the council will be required to go to projects from the “B” list before new
ideas for projects are considered. “B” List projects will require additional OGR as well as DHS/FEMA
approval.

If an unanticipated regional need arises during the FFY 2025 grant cycle that a council wants to fund
instead of a project on either the “A” list or “B” list, OGR will consider a request to do so, providing the
project aligns with applicable OGR and DHS/FEMA guidance. Such projects will require OGR as well
as DHS/FEMA approval.

Planning Process:
In developing a strategic regional plan, a region’s planning process needs to involve the council and
subcommittee members, including stakeholders from across the Whole Community.

The process should include a pre-planning step that involves robust and varied outreach to a
region’s municipal, discipline, and regional response team points of contact and sub-committees,
prior to holding full council planning meetings. As necessary, engage federal and state stakeholders.
This pre-planning step is critical to ensure a council comes to its full planning meetings prepared
with diverse input from stakeholders. The planning process must not be approached as a sub-
granting effort.

The council must develop a list of projects in the same format used during the FFY 2024 plan
development process. The list needs to be approved and signed by the Council Chair, then provided
to OGR by August 8, 2025, no later than 4pm.

A council may decide to vote on projects and budgets for a plan and allow the fiduciary agent to
refine minor project wording and budget amounts, if necessary, with approval of the chair after the
meeting, and without convening the full council for a second vote.

Councils need to take steps to ensure communities and other relevant entities in their regions who
benefit from the FFY 2025 SHSP and UASI funding manage to utilize and implement the National
Incident Management System (NIMS) and INCIDENT COMMAND SYSTEM, including unified
command as appropriate. More information on NIMS can be found on:
https://www.fema.gov/emergency-managers/nims

Each project undertaken by a region with FFY 2025 SHSP/UASI funding must have an evaluation
component, the result of which at a minimum must be provided to OGR through its quarterly
progress reports. Significant evaluation Bfindings must be provided to OGR at the time these are
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provided to the council.

All training and exercises supported by a region must align with an Integrated Preparedness Plan
(IPP) that is part of the Integrated Preparedness Cycle. The Integrated Preparedness Cycle is a
continuous process of planning, organizing/equipping, training, exercising, and
evaluating/improving that ensures the regular examination of ever-changing threats, hazards, and
risks. Preparedness priorities are developed to ensure that the needed elements are incorporated
through this continual and reliable approach to achieve whole-community preparedness. The IPP is
a plan for combining efforts across the elements of the Integrated Preparedness Cycle to make sure
jurisdictions/organizations have the capabilities to handle threats and hazards. An IPP must be
annually updated through a Regional Integrated Preparedness Planning Workshop (IPPW) held
during the FFY 2025 grant period. An updated IPP is due to OGR within 60 days of a region’s IPPW.

More information can be found on: https://www.fema.gov/emergency-

managers/nationalpreparedness/exercises/hseep

Projects are subject to other grant requirements as included in OGR Subgrant Conditions, which
include all applicable state and federal laws and regulations. The principal source for federal
requirements is the NOFO for the FFY 2025 HSGP. Please contact your OGR Homeland Security
Program Coordinator for additional requirements.

PROGRAM GUIDANCE:

This guidance seeks to facilitate a strategic planning process that enables each homeland security
planning region, through its advisory council, to develop a FFY 2025 homeland security plan. Each
plan must include a prioritized list of proposed SHSP and UASI-funded projects that promote
regional or statewide solutions.

Projects must demonstrate how proposed investments are:
* Supportterrorism preparedness
* Support closing capability gaps or sustaining capabilities identified in the latest THIRA/SPR
process and national priorities as outlined in the national Preparedness Report
* Build and sustain core capabilities, including LETPA and the NPAs.

Projects must explain how the proposed investments will support efforts to:
* Preventa threatened or an actual act of terrorism
* Prepare for all hazards and threats, while explaining the nexus to terrorism preparedness
* Protecting citizens, residents, visitors, and assets against the greatest threats and hazards
relating to acts of terrorism; and/or
* Respond quickly to save lives, protect property and the environment, and meet basic human
needs in the aftermath of an act of terrorism or other catastrophic incidents.

In addition:

* All emergency communication investments must describe how such activities align with MA
Statewide Communication Interoperable Plan (SCIP).
https://www.mass.gov/doc/massachusetts-statewide-communication-interoperability- plan-
scip-0/download
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* Supportimplementation steps in the current Massachusetts State Homeland Security
Strategy (SHSS);

* Prioritize sustaining existing capabilities over building new ones;

* Have as a main purpose addressing homeland security needs, as opposed to primarily addressing
single agency/single jurisdiction and day-to-day operational needs.

This document serves as an overview for applicants planning and administrative purposes.

Allowable Cost Categories
The following “cost categories” are allowable under SHSP and UASI; Planning, Organizational, Equipment,
Training and Exercises:

Planning efforts can also include efforts to strengthen governance integration between/among regional
partners, joint training and planning with DHS officials (and other designated entities), and cybersecurity
training and planning. Infrastructure Resilience Planning Framework https: //www.cisa.gov/sites/
default/Riles/publications/Infrastructure-Resilience%20Planning-Framework-%28IRPF%29%29.pdf and

related Cybersecurity and Infrastructure Security Agency (CISA) resources should be considered.
Additionally, SHSP and UASI funds may be used for planning efforts related to state court cybersecurity, 911
call capabilities, alert and warning capabilities, and implementation of the REAL ID Act (Pub. L. No. 109-13).
NOTE: Under FFY 2025 HSGP, UASI planning costs may not be used for issuance of Western Hemisphere
Travel Initiative-compliant Tribal identification cards.

Organization - SHSP and UASI funds may be used for organization activities such as program
management, development of whole community partnerships, through groups such as Citizen Corp
councils; structures and mechanisms for information sharing between the public and private sector;
implementing models, programs, and workforce enhancement initiatives to address ideologically
inspired radicalization to violence in the homeland; tools, resources, and activities that facilitate shared
situational awareness between the public and private sectors; operational support; utilization of
standardized resource management concepts such as typing, inventorying, organizing, and tracking to
facilitate the dispatch, deployment, and recovery of resources before, during, and after an incident;
responding to an increase in the threat level under the National Terrorism Advisory System (NTAS), or
anincident resulting a National Special Security Event; and paying salaries and benefits for personnel to
serve as qualified intelligence analysts for a National Special Security Event; and paying salaries and
benefits for personnel to serve as qualified intelligence analysts.

Equipment - The allowable prevention, protection, mitigation, response, and recovery equipment
categories for HSGP are listed on the Authorized Equipment List (AEL). The AEL is available on FEMA'’s
website: https://www.fema.gov/grants/guidance-tools/authorized- equipment-list
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Some equipment items require prior approval before the obligation or purchase of the items. Please
reference the grant notes for each equipment item to ensure prior approval is not required.
Unauthorized exercise-related costs include reimbursement for the maintenance or wear and tear costs
of general use vehicles (e.g., construction vehicles), medical supplies, and emergency response
apparatus (e.g., fire trucks, ambulances); and equipment that is purchased for permanent installation
and/or use, beyond the scope of the conclusion of the exercise (e.g., electronic messaging sign).

Unless otherwise stated, equipment must meet all mandatory regulatory and/or DHS/FEMA adopted
standards to be eligible for purchase using these funds. In addition, agencies will be responsible for
obtaining and maintaining all necessary certifications and licenses for the equipment required.
Deployable equipment, including vehicles, must be included as part of a state, regional, or local
deployment, activation, and mobilization plan. Utilization of deployable equipment shall be included in
quarterly reports.

Emergency communications systems and equipment must meet the applicable SAFECOM Guidance
and be coordinated with the Statewide Interoperable Coordinator (SWIC) to ensure interoperability
and long-term compatibility. SAFECOM Guidance and additional information is

available on DHS website: https://www.dhs.gov/safecom

Controlled Equipment

Not all equipment that is considered controlled equipment is allowable under the HSGP. As noted in
Section B of FEMA Policy 207-22-0002, Prohibited or Controlled Equipment Under FEMA Awards,
certain equipment is prohibited and is not allowed under HSGP. Grant funds under this program may
not be used for the purchase of equipment not approved by DHS/FEMA. For example, the purchase of
firearms; ammunition; grenade launchers; bayonets; or weaponized aircraft, vessels, or vehicles of any
kind with weapons installed are not allowed with SHSP or UASI funds. For some controlled equipment
that is allowable under the HSGP, additional documentation, justifications, reviews, and approvals are
required, including but not limited to proof of policies and procedures to safeguard individuals’ privacy,
civil rights, and civil liberties. Additional information on controlled equipment is pending publication.
Please visit FEMA’s website for current and upcoming guidance. Contact your Program Coordinator if
you have questions concerning SHSP or UASI requirements for controlled equipment requests.

Requirements for Small Unmanned Aircraft System (sUAS)

All requests to purchase Small Unmanned Aircraft Systems (sUAS) with FEMA grant funding must
comply with FEMA Policy 207-22-0002, Prohibited or Controlled Equipment Under FEMA Awards, and
also include a description of the policies and procedures in place to safeguard individuals’ privacy, civil
rights, and civil liberties of the jurisdiction that will purchase, take title to, or otherwise use the sUAS
equipment. SUAS policies are not required at the time of application but must be received and
approved by FEMA prior to obligating HSGP funds. All grant-funded procurements must be executed in
a manner compliant with federal procurement standards at 2 C.F.R. §§ 200.317 - 200.327. For
recipients that use HSGP funds for sUAS, FEMA advises that there is a general privacy concern related
to the use of this equipment if the data the devices collect is transmitted to servers not under the
control of the operator. It has been reported that some manufacturers of sUAS encrypt data and send
that data to servers outside the United States. The U.S. Department of Homeland Security’s Privacy
Office suggests the recipient fully explore data transmission and storage issues with vendors to reduce
the possibility of data breaches. Additionally, the Joint Explanatory Statement (JES) accompanying the
FY 2025 DHS Appropriations Act further requires recipients to certify they have reviewed the Industry
Alert on Chinese Manufactured Unmanned Aircraft Systems, and completed a risk assessment that
considers the proposed use of foreign-made sUAS to ascertain potential risks (e.g., privacy, data
breaches, cybersecurity, etc.) related to foreign-made versus domestic sUAS.
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Acquisition and Use of Technology to Mitigate UAS (Counter-UAS)

The malicious use of unmanned aircraft systems (i.e., drones) poses safety and security risks to soft targets
and crowded places. Detecting drones is an allowable use of funds under the HSGP in accordance with
Executive Order 14305, Restoring American Airspace Sovereignty, which allows the purchase of unmanned
aircraft systems (UAS) or equipment or services for the detection, tracking, or identification of drones and
drone signals, and FEMA Information Bulletin 530. Before purchasing and deploying these systems, as
outlined in the Domestic Counter-UAS National Action Plan, recipients must:

* Consult FEMA and Legal Experts: Work with FEMA's Preparedness Officer and legal
experts to ensure your policies and procedures comply with federal and state laws
regarding surveillance and communication.

* Develop Standard Operating Procedures (SOPs): Establish clear guidelines to ensure
operations are conducted in a manner consistent with First and Fourth Amendment
protections, and other applicable provisions of federal law.

* Provide Training and Certification: Ensure personnel operating UAS systems are
properly trained and certified, in accordance with FEMA and Federal Aviation
Administration standards.

It is strongly recommended that, prior to the testing, acquisition, installation, or use of UAS
detection and/or mitigation systems, entities seek the advice of counsel experienced with both
federal and state criminal, surveillance, and communications laws. Entities should conduct their
own legal and technical analysis of each UAS detection and/or mitigation system and should not
rely solely on vendors’ representations of the systems’ legality or functionality. Please also see the
DHS press release on this topic for further information: Interagency Issues Advisory on Use of

Technology to Detect and Mitigate Unmanned Aircraft Systems | Homeland Security
(dhs.gov).

Training - Allowable training-related costs under HSGP include the establishment, support conduct,
and attendance of training specifically identified under the SHSP/UASI program and/or in conjunction with
emergency preparedness training by other federal agencies. Training conducted using SHSP and UASI
funds should address a performance gap identified through an IPP or other assessments and contribute
to building a capability that will be evaluated through a formal exercise.

Regions are encouraged to utilize FEMA’s National Preparedness Course Catalog. Training(s)include
programs or courses developed for and delivered by institutions and organizations funded by FEMA.
This includes the Center for Domestic Preparedness (CDP), the Emergency Management Institute (EMI),
and FEMA's Training Partner Programs, including the Continuing Training Grants (CTG), the National
Domestic Preparedness Consortium (NDPC), the Rural Domestic Preparedness Consortium (RDPC), and
other partners.
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The catalog features a wide range of course topics in multiple delivery modes to meet FEMA'’s
mission scope as well as the increasing training needs of federal, state, local, territorial, and tribal
audiences. The catalog can be accessed at NTED | National Preparedness Course Catalog Home
(firstrespondertaining.gov) https://www.firstrespondertraining.gov/frts/npcc

Any training or training gaps, including training related to under-represented diverse populations
that may be more impacted by disasters, including children, seniors, individuals with disabilities
or access and functional needs, individuals with diverse culture and language use, individuals with
lower economic capacity, and other underserved populations, should be identified in a IPP and
addressed in the Integrated Preparedness Cycle. You are encouraged to use existing training
rather than develop new courses.

Exercises - Should involve long-term vulnerability reduction, operational coordination and
communications, and community resilience.

Some training and exercise activities require Environmental and Historic Preservation (EHP)
Review, including exercises, drills or trainings that require any type of land, water, or vegetation
disturbance or building of temporary structures or that are not located at facilities designed to
conduct training and exercises. Additional information on training requirements and EHP review
can be found online at Environmental & Historic Preservation Guidance for FEMA Grant
Applications | FEMA.gov https://www.fema.gov/grants/guidance-tools/environmental-historic.

All allowable costs must follow the accepted national and/or state accepted standards and any
associated plans for the relevant discipline(s) and purpose and must be approved by OGR.

Personnel

Personnel hiring, overtime, and backfill expenses are permitted under this grant to perform
allowable HSGP planning, organization, training, exercise, and equipment activities. All recipients
and subrecipients of HSGP funds, including SHSP, may not use more than 50% of their awards to pay
for personnel activities unless a waiver is approved by FEMA. Please refer to IB 421b for guidance
and clarification.

Management and Administration Costs (M&A)

Subrecipients may also use up to 5% of the funding passed through by the state specifically for M&A
related to the HSGP award. Subrecipients can apply M&A costs toward meeting the NPA spending
requirements. For example, if a recipient spent $5,000 on administering election security projects, it
could count toward the mandatory 3% allocation for the election security NPA. M&A are not
overhead costs, but necessary direct costs incurred in direct support of the award or as a
consequence of it, such as travel, meeting-related expenses, and salaries of full /part-time staff in
direct support of the program. As such, M&A costs should be itemized in financial report
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Evaluation Criteria

FEMA will evaluate the FFY 2025 HSGP/SHSP /UASI applications for completeness, adherence to
programmatic guidelines, and anticipated effectiveness of the proposed investments. FEMA'’s review

will include verification that each IJ or protect:
o Law Enforcement Terrorism Prevention Activities (LETPA); at least 35% of grant funding

appropriated for grants awarded under HSGP must be used for law enforcement terrorism prevention
activities.

 Aligns with a least one core capability identified in the National Preparedness Goal;
https://www.fema.gov/national-preparedness-goal

e Demonstrates how investments support closing capability gaps or sustaining capabilities

identified in the THIRA/SPR Process; and supports a NIMS-typed resource and whether those assets
are deployable/shareable to support emergency or disaster operations per existing EMAC agreements.

Operational Overtime
HSGP-funded projects that include operational overtime require additional criteria, including specifying

which types of overtime are eligible. Also, aside from the National Terrorism Advisory System alters (which
do not require pre-approval), operational overtime must be preapproved before an event. HSGP funds may
not be used to support the hiring of sworn public safety officers for purposes of fulfilling traditional public
safety duties or to supplant traditional public safety positions and responsibilities (6 U.S.C. § 609(b)(1)(A)).
For authorized operational overtime categories, please see page 68 of the NOFO.

NOTE: Any UASI funds retained by the state must be used in direct support of the high-risk urban area. 0GR
must provide documentation to the UAWG and FEMA upon request demonstrating how any UASI funds
retained by a state would directly support the high-risk urban area; and FEMA will consult and coordinate
with appropriate DHS components as necessary to verify information used to support operational overtime
requests.

Federal Procurement Standards

Spending under HSGP must comply with all applicable federal and state procurement standards described
in 2 CFR 200.317 through 200.326 and provided by OGR via a Subgrant Conditions Form at the time of
contracting. Subrecipients must also follow their own documented procurement procedures which reflect
applicable federal, state, and local rules and regulations.

Following federal requirements does not exempt subrecipients from state or local requirements. In some
instances, state and/or local procurement requirements may be more stringent than the federal
procurement regulations. Subrecipients must ensure any actions taken satisfy federal, state, and local
requirements. Sub applicants may be required to submit short biographies and resumes. This should include
the type of entity, organizational leadership, and board members along with both the names and addresses
of the individuals. Resumes are subject to approval.

Additionally, OGR reserves the right to suspend or terminate a contract for non-compliance with the
applicable procurement regulations. OGR is required to have policies and procedures for integrity of funds.
Subrecipients will be subject to additional reporting requirements and further budget breakdowns. Please
contact OGR staff for guidance when necessary. For more terms and conditions, please see attached DHS S
Terms and Conditions | Homeland Security.
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FY 2025 DHS STANDARD TERMS AND CONDITIONS

The Fiscal Year (FY) 2025 Department of Homeland Security (DHS) Standard Terms and
Conditions apply to all new federal awards of federal financial assistance (federal awards) for which
the federal award date occurs in FY 2025 and flow down to subrecipients unless a term or
condition specifically indicates otherwise. For federal continuation awards made in subsequent
FYs, the FY 2025 DHS Standard Terms and Conditions apply unless otherwise specified in the
terms and conditions of the continuation awards. The United States has the right to seek judicial
enforcement of these terms and conditions.

All legislation and digital resources are referenced with no digital links. These FY 2025 DHS
Standard Terms and Conditions are maintained on the DHS website at
https://www.dhs.gov/publication/dhs-standard-terms-and-conditions.

A. Assurance, Administrative Requirements, Cost Principles, Representations, and
Certifications

l. Recipients must complete either the Office of Management and Budget (OMB)
Standard Form 424B Assurances — Non- Construction Programs, or OMB
Standard Form 424D Assurances — Construction Programs, as applicable.
Certain assurances in these documents may not be applicable to your program
and the DHS financial assistance office (DHS FAO) may require applicants to
certify additional assurances. Applicants are required to fill out the assurances,
as instructed.

B. General Acknowledgements and Assurances Recipients are required to follow the
applicable provisions of the Uniform Administrative Requirements, Cost Principles, and
Audit Requirements for Federal Awards in effect as of the federal award date and located
in Title 2, Code of Federal Regulations, Part 200 and adopted by DHS at 2 C.F.R. § 3002.10.

All recipients and subrecipients must acknowledge and agree to provide DHS access
to records, accounts, documents, information, facilities, and staff pursuant to 2 C.F.R.
§ 200.337.

l. Recipients must cooperate with any DHS compliance reviews or compliance
investigations.

Il Recipients must give DHS access to examine and copy records, accounts, and other
documents and sources of information related to the federal award and permit
access to facilities and personnel.

[l Recipients must submit timely, complete, and accurate reports to the appropriate
DHS officials and maintain appropriate backup documentation to support the reports.

V. Recipients must comply with all other special reporting, data collection, and
evaluation requirements required by law, federal regulation, Notice of Funding
Opportunity, federal award specific terms and conditions, and/or DHS
Component program guidance. Organization costs related to data and
evaluation are allowable. The definition of data and evaluation costs is in 2
C.F.R. § 200.455(c), the full text of which is incorporated by reference.

V. Recipients must complete DHS Form 3095 within 60 days of receipt of the Notice of
Award for the first award under which this term applies. For further instructions and
to access the form, please visit: hitps://www.dhs.gov/civil- rightsresources-recipients-
dhs-financial-assistance.

C. Standard Terms & Conditions
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Acknowledgement of Federal Funding from DHS

Recipients must acknowledge their use of federal award funding when issuing
statements, press releases, requests for proposal, bid invitations, and other
documents describing projects or programs funded in whole or in part with federal
award funds.

1. Activities Conducted Abroad

Recipients must coordinate with appropriate government authorities when performing
project activities outside the United States obtain all appropriate licenses, permits, or
approvals.

1. Age Discrimination Act of 1975

Recipients must comply with the requirements of the Age Discrimination Act of
1975, Pub. L. No. 94-135 (codified as amended at Title 42, U.S. Code § 6101 et
seq.), which prohibits discrimination on the basis of age in any program or activity
receiving federal financial assistance.

V. Americans with Disabilities Act of 1990

Recipients must comply with the requirements of Titles |, Il, and Il of the Americans
with Disabilities Act, Pub. L. No. 101-336 (1990) (codified as amended at 42 U.S.C.
§§ 12101- 12213), which prohibits recipients from discriminating on the basis of
disability in the operation of public entities, public and private transportation systems,
places of public accommodation, and certain testing entities.

V. Best Practices for Collection and Use of Personally Identifiable Information
(1) Recipients who collect personally identifiable information (Pll) as part of carrying
out the scope of work under a federal award are required to have a publicly

available privacy policy that describes standards on the usage and maintenance of
the PII they collect.

(2) Definition. DHS defines “PII” as any information that permits the identity of an
individual to be directly or indirectly inferred, including any information that is linked
or linkable to that individual. Recipients may also find the DHS Privacy Impact
Assessments: Privacy Guidance and Privacy Template as useful resources
respectively.

VI. CHIPS and Science Act of 2022, Public Law 117-167 CHIPS

(1) Recipients of DHS research and development (R&D) awards must report to the
DHS Component research program office any finding or determination of sex
based and sexual harassment and/or an administrative or disciplinary action taken
against principal investigators or co-investigators to be completed by an authorized
organizational representative (AOR) at the recipient institution.

(2) Notification. An AOR must disclose the following information to agencies within 10
days of the date/the finding is made, or 10 days from when a recipient imposes an
administrative action on the reported individual, whichever is sooner. Reports
should include:

(a) Award number,
(b) Name of Pl or Co-PI being reported,
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(c) Awardee name,
(d) Awardee address,
(e) AOR name, title, phone, and email address,

(f) Indication of the report type:

0] Finding or determination has been made that the reported individual
violated awardee policies or codes of conduct, statutes, or regulations
related to sexual harassment, sexual assault, or other forms of
harassment, including the date that the finding was made.

(i) Imposition of an administrative or disciplinary action by the recipient on
the reporting individual related to a finding/determination or an
investigation of an alleged violation of recipient policy or codes of conduct,
statutes, or regulations, or other forms of harassment.

(iii) The date and nature of the administrative/disciplinary action, including a
basic explanation or description of the event, which should not disclose
personally identifiable information regarding any complaints or individuals
involved. Any description provided must be consistent with the Family
Educational Rights in Privacy Act.

(3) Definitions.

(a) An “authorized organizational representative (AOR)” is an administrative
official who, on behalf of the proposing institution, is empowered to make
certifications and representations and can commit the institution to the conduct
of a project that an agency is being asked to support as well as adhere to
various agency policies and award requirements.

(b) “Principal investigators and co-principal investigators” are award personnel
supported by a grant, cooperative agreement, or contract under Federal law.

(c) A“reported individual” refers to recipient personnel who have been reported to
a federal agency for potential sexual harassment violations.

(d) “Sex based harassment” means a form of sex discrimination and includes
harassment based on sex, sex stereotypes, sex characteristics, pregnancy or
related conditions, sexual orientation, and gender identity.

(e) “Sexual harassment” means unwelcome sexual advances, requests for sexual
favors, and other verbal or physical conduct of a sexual nature when this
conduct explicitly or implicitly affects an individual’'s employment, unreasonably
interferes with an individual’'s work performance, or creates an intimidating,
hostile, or offensive work environment, whether such activity is carried out by a
supervisor or by a co-worker, volunteer, or contractor.

VII. Civil Rights Act of 1964 — Title VI

Recipients must comply with the requirements of Title VI of the Civil Rights Act of 1964,
Pub. L. No. 88-352 (codified as amended at 42 U.S.C. § 2000d et seq.), which provides
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that no person in the United States will, on the grounds of race, color, or national origin,
be excluded from participation in, be denied the benefits of, or be subjected to
discrimination under any program or activity receiving federal financial assistance. DHS
implementing regulations for the Act are found at 6 C.F.R. Part 21. Recipients of a
federal award from the Federal Emergency Management Agency

(FEMA) must also comply with FEMA'’s implementing regulations at 44 C.F.R. Part 7.

VIII. Civil Rights Act of 1968

Recipients must comply with Title VIII of the Civil Rights Act of 1968, Pub. L. No. 90284
(codified as amended at 42 U.S.C. § 3601 et seq.) which prohibits recipients from
discriminating in the sale, rental, financing, and advertising of dwellings, or in the
provision of services in connection. therewith, on the basis of race, color, national
origin, religion, disability, familial status, and sex, as implemented by the U.S.
Department of Housing and Urban Development at 24 C.F.R. Part 100. The prohibition
on disability discrimination includes the requirement that new multifamily housing with
four or more dwelling units— i.e., the public and common use areas and individual
apartment units (all units in buildings with elevators and ground-floor units in buildings
without elevators)—be designed and constructed with certain accessible features. (See
24 C.F.R. Part 100, Subpart D.)

IX. Communication and Cooperation with the Department of Homeland Security and
Immigration Officials

(1) All recipients and other recipients of funds under this award must agree that they
will comply with the following requirements related to coordination and cooperation
with the Department of Homeland Security and immigration officials:

(a) They must comply with the requirements of 8 U.S.C. §§ 1373 and 1644.
These statutes prohibit restrictions on information sharing by state and local
government entities with DHS regarding the citizenship or immigration status,
lawful or unlawful, of any individual. Additionally, 8 U.S.C. § 1373 prohibits
any person or agency from prohibiting, or in any way restricting, a Federal,
State, or local government entity from doing any of the following with respect
to information regarding the immigration status of any individual: 1) sending
such information to, or requesting or receiving such information from, Federal
immigration officials; 2) maintaining such information; or 3) exchanging such
information with any other Federal, State, or local government entity;

(b) They must comply with other relevant laws related to immigration, including
prohibitions on encouraging or inducing an alien to come to, enter, or reside in
the United States in violation of law, 8 U.S.C. § 1324(a)(1)(A)(iv), prohibitions
on transporting or moving illegal aliens, 8 U.S.C. § 1324(a)(1)(A)(ii),
prohibitions on harboring, concealing, or shielding from detection illegal
aliens, 8 U.S.C. § 1324(a)(1)(A)(iii), and any applicable conspiracy, aiding or
abetting, or attempt liability regarding these statutes;

(c) That they will honor requests for cooperation, such as participation in joint
operations, sharing of information, or requests for short term detention of an
alien pursuant to a valid detainer. A jurisdiction does not fail to comply with
this requirement merely because it lacks the necessary resources to assist in
a particular instance;
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(d) That they will provide access to detainees, such as when an immigration
officer seeks to interview a person who might be a removable alien; and

(e) That they will not leak or otherwise publicize the existence of an immigration
enforcement operation.

(2) The recipient must certify under penalty of perjury pursuant to 28 U.S.C. § 1746
and using a form that is acceptable to DHS, that it will comply with the
requirements of this term. Additionally, the recipient agrees that it will require any
subrecipients or contractors to certify in the same manner that they will comply with
this term prior to providing them with any funding under this award.

(3) The recipient agrees that compliance with this term is material to the Government’s
decision to make or continue with this award and that the Department of homeland
Security may terminate this grant, or take any other allowable enforcement action,
if the recipient fails to comply with this term.

X. Copyright

Recipients must affix the applicable copyright notices of 17 U.S.C. §§ 401 or 402 to
any work first produced under federal awards and also include an
acknowledgement that the work was produced under a federal award (including
the federal award number and federal awarding agency). As detailed in 2 C.F.R. §
200.315, a federal awarding agency reserves a royalty-free, nonexclusive, and
irrevocable right to reproduce, publish, or otherwise use the work for federal
purposes and to authorize others to do so.

XI. Debarment and Suspension

Recipients must comply with the non-procurement debarment and suspension
regulations implementing Executive Orders 12549 and 12689 set forth at 2 C.F.R. Part
180 as implemented by DHS at 2 C.F.R. Part 3000. These regulations prohibit
recipients from entering into covered transactions (such as subawards and contracts)
with certain parties that are debarred, suspended, or otherwise excluded from or
ineligible for participation in federal assistance programs or activities.

XII. Drug-Free Workplace Regulations

Recipients must comply with drug-free workplace requirements in Subpart B (or
Subpart C, if the recipient is an individual) of 2 C.F.R. Part 3001, which adopts the
Government- wide implementation (2 C.F.R. Part 182) of the Drug-Free Workplace
Act of 1988 (41 U.S.C. §§ 8101-8106).

XII. Duplicative Costs

Recipients are prohibited from charging any cost to this federal award that will be
included as a cost or used to meet cost sharing requirements of any other federal
award in either the current or a prior budget period. See 2 C.F.R. § 200.403(f).
However, recipients may shift costs that are allowable under two or more federal
awards where otherwise permitted by federal statutes, regulations, or the federal award
terms and conditions.

XIV. Education Amendments of 1972 (Equal Opportunity in Education Act) — Title IX

Recipients must comply with the requirements of Title IX of the Education
Amendments of 1972, Pub. L. No. 92-318 (codified as amended at 20 U.S.C. § 1681 et
seq.), which provide that no person in the United States will, on the basis of sex, be
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excluded from participation in, be denied the benefits of, or be subjected to
discrimination under any educational program or activity receiving federal financial
assistance. DHS implementing regulations are codified at 6 C.F.R. Part 17. Recipients
of a federal award from the Federal Emergency Management Agency (FEMA) must
also comply with FEMA'’s implementing regulations at 44 C.F.R. Part 19.

XV.  Energy Policy and Conservation Act

Recipients must comply with the requirements of the Energy Policy and Conservation
Act, Pub. L. No. 94-163 (1975) (codified as amended at 42 U.S.C. § 6201 et seq.),
which contain policies relating to energy efficiency that are defined in the state energy
conservation plan issued in compliance with this Act.

XVI. Equal Treatment of Faith-Based Organizations

Itis DHS policy to ensure the equal treatment of faith-based organizations in social
service programs administered or supported by DHS or its component agencies,
enabling those organizations to participate in providing important social services to
beneficiaries.

Recipients must comply with the equal treatment policies and requirements contained in
6 C.F.R. Part 19 and other applicable statutes, regulations, and guidance governing the
participations of faith-based organizations in individual DHS programs.

XVII. Anti-Discrimination

Recipients must comply with all applicable Federal anti-discrimination laws material to
the government’s payment decisions for purposes of 31 U.S.C. § 372(b)(4).

(1) Definitions. As used in this clause —
(a) DEI means “diversity, equity, and inclusion.”
(b) DEIA means “diversity, equity, inclusion, and accessibility.”

(c) Discriminatory equity ideology has the meaning set forth in Section 2(b) of
Executive Order 14190 of January 29, 2025.

(d) Discriminatory prohibited boycott means refusing to deal, cutting commercial
relations, or otherwise limiting commercial relations specifically with Israeli
companies or with companies doing business in or with Israel or authorized by,
licensed by, or organized under the laws of Israel to do business.

(e) Federal anti-discrimination laws mean Federal civil rights law that protect
individual Americans from discrimination on the basis of race, color, sex,
religion, and national origin.

(f) lllegal immigrant means any alien, as defined in 8 U.S.C. § 1101(a)(3), who has
no lawful immigration status in the United States.

(2) Grantaward certification.
(a) By accepting the grant award, recipients are certifying that:

(i) They do not, and will not during the term of this financial assistance award,
operate any programs that advance or promote DEI, DEIA, or discriminatory
equity ideology in violation of Federal anti-discrimination laws; and

(i) They do not engage in and will not during the term of this award engage in,
a discriminatory prohibited boycott.

(iii) They do not, and will not during the term of this award, operate any program
that benefits illegal immigrants or incentivizes illegal immigration.
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(3) DHS reserves the right to suspend payments in whole or in part and/or terminate
financial assistance awards if the Secretary of Homeland Security or her designee
determines that the recipient has violated any provision of subsection (2)..

(4) Upon suspension or termination under subsection (3), all funds received by the
recipient shall be deemed to be in excess of the amount that the recipient is
determined to be entitled to under the Federal award for purposes of 2 C.F.R. §
200.346. As such, all amounts received will constitute a debt to the Federal
Government that may be pursued to the maximum extent permitted by law.

XVIII. False Claims Act and Program Fraud Civil Remedies

Recipients must comply with the requirements of the False Claims Act, 31 U.S.C. §§
3729- 3733, which prohibit the submission of false or fraudulent claims for payment
to the Federal Government. (See 31 U.S.C. §§ 3801-3812, which details the
administrative remedies for false claims and statements made.)

XIX. Federal Debt Status

All recipients are required to be non-delinquent in their repayment of any federal debt.
Examples of relevant debt include delinquent payroll and other taxes, audit
disallowances, and benefit overpayments. See OMB Circular A-129.

XX. Federal Leadership on Reducing Text Messaging While Driving

Recipients are encouraged to adopt and enforce policies that ban text messaging
while driving recipient-owned, recipient-rented, or privately owned vehicles when on
official government business or when performing any work for or on behalf of the
Federal Government. Recipients are also encouraged to conduct the initiatives of the
type described in Section 3(a) of Executive Order 13513.

XXI. Fly America Act of 1974

Recipients must comply with Preference for U.S. Flag Air Carriers (a list of certified
air carriers can be found at: Certificated Air Carriers List | US Department of
Transportation, https://www.transportation.gov/policy/aviation-policy/certificated-
aircarriers-list)for international air transportation of people and property to the extent
that such service is available, in accordance with the International Air Transportation
Fair Competitive Practices Act of 1974, 49 U.S.C. § 40118, and the interpretative
guidelines issued by the Comptroller General of the United States in the March 31,
1981, amendment to Comptroller General Decision B-138942.

XXII. Hotel and Motel Fire Safety Act of 1990

Recipients must ensure that all conference, meeting, convention, or training space
funded entirely or in part by federal award funds complies with the fire prevention
and control guidelines of Section 6 of the Hotel and Motel Fire Safety Act of 1990,
15 U.S.C. § 2225a.

XXIII. John S. McCain National Defense Authorization Act of Fiscal Year 2019

Recipients, subrecipients, and their contractors and subcontractors are subject to the
prohibitions described in section 889 of the John S. McCain National Defense
Authorization Act for Fiscal Year 2019, Pub. L. No. 115-232 (2018) and 2 C.F.R. §§
200.216, 200.327, 200.471, and Appendix Il to 2 C.F.R. Part 200. The statute — as it
applies to DHS recipients, subrecipients, and their contractors and subcontractors —
prohibits obligating or expending federal award funds on certain telecommunications
and video surveillance products and contracting with certain entities for national
security reasons.
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XXIV. Limited English Proficiency (Civil Rights Act of 1964, Title VI

Recipients must comply with Title VI of the Civil Rights Act of 1964 (42 U.S.C. §
2000d et seq.) prohibition against discrimination on the basis of national origin,
which requires that recipients of federal financial assistance take reasonable steps
to provide meaningful access to persons with limited English proficiency (LEP) to
their programs and services. For additional assistance and information regarding
language access obligations, please refer to the DHS Recipient Guidance:
https://www.dhs.gov/guidance-published-help- department-supported-
organizationsprovide-meaningful-access-people-limited and additional resources
on http://www.lep.gov.

XXV. Lobbying Prohibitions

Recipients must comply with 31 U.S.C. § 1352 and 6 C.F.R. Part 9, which provide that
none of the funds provided under a federal award may be expended by the recipient to
pay any person to influence, or attempt to influence an officer or employee of any
agency, a Member of Congress, an officer or employee of Congress, or an employee of
a Member of Congress in connection with any federal action related to a federal award
or contract, including any extension, continuation, renewal, amendment, or
modification. Per 6 C.F.R. Part 9, recipients must file a lobbying certification form as
described in Appendix A to 6 C.F.R. Part 9 or available on Grants.gov as the
Grants.gov Lobbying Form and file a lobbying disclosure form as described in Appendix
B to 6 C.F.R. Part 9 or available on Grants.gov as the Disclosure of Lobbying Activities
(SF-LLL).

XXVI. National Environmental Policy Act

Recipients must comply with the requirements of the National Environmental Policy
Act of 1969, Pub. L. No. 91-190 (1970) (codified as amended at 42 U.S.C. § 4321 et
seq.) (NEPA) and the Council on Environmental Quality (CEQ) Regulations for
Implementing the Procedural Provisions of NEPA, which require recipients to use all
practicable means within their authority, and consistent with other essential
considerations of national policy, to create and maintain conditions under which
people and nature can exist in productive harmony and fulfill the social, economic,
and other needs of present and future generations of Americans.

XXVII. National Security Presidential Memorandum-33 (NSPM-33) and provisions of the CHIPS
and Science Act of 2022, Pub. L. 117-167, Section 10254

(1) Recipient research institutions (“covered institutions”) must comply with the
requirements in NSPM-33 and provisions of Pub. L.117-167, Section 10254
(codified at 42 U.S.C. § 18951) certifying that the institution has established and
operates a research security program that includes elements relating to:

(a) cybersecurity;

(b) foreign travel security;

(c) research security training; and

(d) export control training, as appropriate.

(2) Definition. “Covered institutions” means recipient research institutions receiving
federal Research and Development (R&D) science and engineering support “in
excess of $50 million per year.”

XXVIII. Non-Supplanting Requirement

Recipients of federal awards under programs that prohibit supplanting by law must
ensure that federal funds supplement but do not supplant non-federal funds that, in the
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absence of such federal funds, would otherwise have been made available for the
same purpose.

XXIX. Notice of Funding Opportunity Requirements

All the instructions, guidance, limitations, scope of work, and other conditions set forth in
the Notice of Funding Opportunity (NOFO) for this federal award are incorporated by
reference. All recipients must comply with any such requirements set forth in the NOFO.
If a condition of the NOFO is inconsistent with these terms and conditions and any such
terms of the federal award, the condition in the NOFO shall be invalid to the extent of the
inconsistency. The remainder of that condition and all other conditions set forth in the
NOFO shall remain in effect.

XXX. Patents and Intellectual Property Rights

Recipients are subject to the Bayh-Dole Act, 35 U.S.C. § 200 et seq. and applicable
regulations governing inventions and patents, including the regulations issued by the
Department of Commerce at 37 C.F.R. Part 401 (Rights to Inventions Made by
Nonprofit Organizations and Small Business Firms under Government Awards,
Contracts, and Cooperative Agreements) and the standard patent rights clause set
forth at 37 C.F.R. § 401.14.

XXXI. Presidential Executive Orders

Recipients must comply with the requirements of Presidential Executive Orders related
to grants (also known as federal assistance and financial assistance), the full text of
which are incorporated by reference.

XXXII. Procurement of Recovered Materials

States, political subdivisions of states, and their contractors must comply with Section
6002 of the Solid Waste Disposal Act, Pub. L. No. 89-272 (1965) (codified as
amended by the Resource Conservation and Recovery Act at 42 U.S.C. § 6962) and 2
C.F.R. § 200.323. The requirements of Section 6002 include procuring only items
designated in guidelines of the Environmental Protection Agency (EPA) at 40 C.F.R.
Part 247 that contain the highest percentage of recovered materials practicable,
consistent with maintaining a satisfactory level of competition.

XXXIII. Rehabilitation Act of 1973

Recipients must comply with the requirements of Section 504 of the Rehabilitation Act
of 1973, Pub. L. No. 93-112 (codified as amended at 29 U.S.C. § 794), which provides
that no otherwise qualified handicapped individuals in the United States will, solely by
reason of the handicap, be excluded from participation in, be denied the benefits of, or
be subjected to discrimination under any program or activity receiving federal financial
assistance.

XXXIV. Reporting Recipient Integrity and Performance Matters

If the total value of any currently active grants, cooperative agreements, and
procurement contracts from all federal awarding agencies exceeds $10,000,000 for any
period of time during the period of performance of the federal award, then the recipient
must comply with the requirements set forth in the government-wide federal award term
and condition for Recipient Integrity and Performance Matters is in 2 C.F.R. Part 200,
Appendix XlI, the full text of which is incorporated by reference.

XXXV. Reporting Subawards and Executive Compensation

For federal awards that total or exceed $30,000, recipients are required to comply with
the requirements set forth in the government-wide federal award term and condition on
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Reporting Subawards and Executive Compensation set forth at 2 C.F.R. Part 170,
Appendix A, the full text of which is incorporated by reference.

XXXVI. Required Use of American Iron, Steel, Manufactured Products, and Construction
Materials

(1) Recipients of a federal award from a financial assistance program that provides
funding for infrastructure are hereby notified that none of the funds provided under
this federal award may be used for a project for infrastructure unless:

(a) all iron and steel used in the project are produced in the United States—this
means all manufacturing processes, from the initial melting stage through the
application of coatings, occurred in the United States;

(b) all manufactured products used in the project are produced in the United
States—this means the manufactured product was manufactured in the United
States; and the cost of the components of the manufactured product that are
mined, produced, or manufactured in the United States is greater than 55
percent of the total cost of all components of the manufactured product, unless
another standard for determining the minimum amount of domestic content of
the manufactured product has been established under applicable law or
regulation; and

(c) all construction materials are manufactured in the United States—this means
that all manufacturing processes for the construction material occurred in the
United States.

(2) The Buy America preference only applies to articles, materials, and supplies that
are consumed in, incorporated into, or affixed to an infrastructure project. As such,
it does not apply to tools, equipment, and supplies, such as temporary scaffolding,
brought to the construction site and removed at or before the completion of the
infrastructure project. Nor does a Buy America preference apply to equipment and
furnishings, such as movable chairs, desks, and portable computer equipment, that
are used at or within the finished infrastructure project but are not an integral part
of the structure or permanently affixed to the infrastructure project.

(3) Waivers

When necessary, recipients may apply for, and the agency may grant, a waiver
from these requirements. The agency should notify the recipient for information on
the process for requesting a waiver from these requirements.

(a) When the Federal agency has determined that one of the following exceptions
applies, the federal awarding official may waive the application of the domestic
content procurement preference in any case in which the agency determines
that:

(i) applying the domestic content procurement preference would be
inconsistent with the public interest;

(i) the types of iron, steel, manufactured products, or construction materials
are not produced in the United States in sufficient and reasonably
available quantities or of a satisfactory quality; or
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(iii)  the inclusion of iron, steel, manufactured products, or construction
materials produced in the United States will increase the cost of the
overall project by more than 25 percent.

(b) A request to waive the application of the domestic content procurement
preference must be in writing. The agency will provide instructions on the
format, contents, and supporting materials required for any waiver request.
Waiver requests are subject to public comment periods of no less than 15 days
and must be reviewed by the Made in America Office.

(c) There may be instances where a federal award qualifies, in whole or in part, for
an existing waiver described at "Buy America" Preference in FEMA Financial
Assistance Programs for Infrastructure | FEMA.gov.

(4) Definitions. The definitions applicable to this term are set forth at 2 C.F.R. § 184.3,
the full text of which is incorporated by reference.

XXXVII. SAFECOM

Recipients receiving federal awards made under programs that provide emergency
communication equipment and its related activities must comply with the SAFECOM
Guidance for Emergency Communication Grants, including provisions on technical
standards that ensure and enhance interoperable communications. The SAFECOM
Guidance is updated annually and can be found at Funding and Sustainment |
CISA.

XXXVIIl.  Subrecipient Monitoring and Management

Pass-through entities must comply with the requirements for subrecipient monitoring
and management as set forth in 2 C.F.R. §§ 200.331-333.

XXXIX. System for Award Management and Unigue Entity Identifier Requirements

Recipients are required to comply with the requirements set forth in the
governmentwide federal award term and condition regarding the System for Award
Management and Unique Entity Identifier Requirements in 2 C.F.R. Part 25, Appendix
A, the full text of which is incorporated reference.

XL. Termination of a Federal Award

(1) By DHS. DHS may terminate a federal award, in whole or in part, for the following
reasons:

(a) If the recipient fails to comply with the terms and conditions of the federal
award,

(b) With the consent of the recipient, in which case the parties must agree
upon the termination conditions, including the effective date, and in the
case
of partial termination, the portion to be terminated; or

(c) Pursuant to the terms and conditions of the federal award, including, to the
extent authorized by law, if the federal award no longer effectuates the
program goals or agency priorities.
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(3) By the Recipient. The recipient may terminate the federal award, in whole or in
part, by sending written notification to DHS stating the reasons for such
termination, the effective date, and in the case of partial termination, the portion to
be terminated. However, if DHS determines that the remaining portion of the
federal award will not accomplish the purposes for which the federal award was
made, DHS may terminate the federal award in its entirety.

(4) Notice. Either party will provide written notice of intent to terminate for any reason
to the other party no less than 30 calendar days prior to the effective date of the
termination.

(5) Compliance with Closeout Requirements for Terminated Awards. The recipient
must continue to comply with closeout requirements in 2 C.F.R. §§ 200.344200.345
after an award is terminated.

XLI. Terrorist Financing

Recipients must comply with Executive Order 13224 and applicable statutory
prohibitions on transactions with, and the provisions of resources and support to,
individuals and organizations associated with terrorism. Recipients are legally
responsible for ensuring compliance with the Executive Order and laws.

XLII. Trafficking Victims Protection Act of 2000(TVPA)

Recipients must comply with the requirements of the government-wide federal award
term and condition which implements Trafficking Victims Protection Act of 2000, Pub. L.
No. 106-386, § 106 (codified as amended at 22 U.S.C. § 7104). The federal award
term and condition is in 2 C.F.R. § 175.105, the full text of which is incorporated by
reference.

XLIII. Uniting and Strengthening America by Providing Appropriate Tools Required to Intercept
and Obstruct Terrorism (USA PATRIOT) Act of 2001, Pub. L. 107-56

Recipients must comply with the requirements of Pub. L. 107-56, Section 817 of the
USA PATRIOT Act, which amends 18 U.S.C. §§ 175-175c.

XLIV. Use of DHS Seal, Logo and Flags

Recipients must obtain written permission from DHS prior to using the DHS seals,
logos, crests, or reproductions of flags, or likenesses of DHS agency officials. This
includes use of DHS component (e.g., FEMA, CISA, etc.) seals, logos, crests, or
reproductions of flags, or likenesses of component officials.

XLV. Whistleblower Protection Act

Recipients must comply with the statutory requirements for whistleblower protections in
10 U.S.C §470141 U.S.C. §4712.
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